. YTBEPXJAIO

-+ lmpexrop KI'BOY CIIO
/ 5 byl L"Zjnnu HCKHIA KOJLTEIK
233 4 /)2 Z B./l.Ienep

[TonuTrka MHGOPMALMOHHON 0€30MaCHOCTH HMH(POPMAIMOHHBIX CUCTEM
nepcoHANbHBIX 1aHHBIX KpaeBoro rocy 1apcTBeHHOro OO HKETHOTO
06pa30BaTEILHOTO yUPSKIACHUS CPEHETO npo(heCcCUOHATBHOTO
o6pazosanus «buiickuit MEIALMHCKUNA KOJIICIA



COJAEPKAHHUE

(0] 1101571 3 (5351 OO P OPO PR PO PSP PP PP PP 3
2 T (2311 TR e o 12
1 OOIIME TIOTIOMKEHHS «.vveerveeesneessansorsossssssassssssssesssessssssssassanessassssanssssssssasssnssssssssssssssssns 13
2 DIOTRETD: B ICTTHIIN s s e sk esbisnsifi s 480 SR A TH A LA AT SO TR T A NSRS YNSRI 14
3 CucrteMa 3alMThI IEPCOHATBHBIX JAHHBIX.....0iruesseesaessnessassrasssessssssssssessessassssssesssess 15
4 Tpe6opanust K HOACUCTEMAM C3IIIIH ....covovveeenriririiicciniencctnsciiii e 17
4.1 TloacucTeMBbl YIIPaBIeHHs JOCTYTIOM, PETUCTPALIUN M YUETA ...ovvveureuriuninninnnns 17
4.2 Tloncuctema 00ecrieYeHHsI LETOCTHOCTH U JOCTYITHOCT . eeeuvrenureeinenirensnennnenns 18
4.3 IToacucTeMa AHTHBUPYCHOM 3AILHTEI c.vceveeuessnesanssasennessessasssnsssassssosassssssasssassnses 18
4.4 TTopcucTeMa MEKCETEBOTO OKPAHHPOBAHHM ...ccuvverurrerureensreenneniseessesissassasssesnes 19
4.5 TToacucTeMa aHATN3A 3AIIMIIEHHOCT . ..ccvveirreenreenneeeneenssesassssssasssssassesssnssnesnes 20
4.6 TToncucteMa OOHAPYKEHUS BTOPHKEHHM 1.evrerseirersressnesssessnessaassassnssssssassssossessesas 20
4.7 TlogcucTeMa KPUITOTPAPUIECKOH 3AIIHTEL ...veveererresesessessesesessasassessesesssnessenss 20
S T10TE80BATETH MICLIIIE .., 0ovssssrsssissssisssnsssssessssmasnmsssossssis enussioss sTaavisassaessssssssessnness 21
5.1 AMuEHCTPATOP MICTLITH iciiiiicisssssisssssssosssssnsssssasansssasssssusnssussisssssosussnssnsassssionses 21
5.2 AIMIHBCTPATOD OC30IMACHOCTHE - cssussssssvsssssassssseisnssisnssssnssns inssuissssussnssnsonssnvovess 22
5.3 ONCDRIOP APIV.cvvinonissommrisnsons ot i s onsss s s o s aseasssseess 22
5.4 ANIMAEACTDATOD, CETH svavssvusssiosunsiniestosaass nssssisssenssnsssssssnssssssusssvsionsansasonusessnss 23
5.5 TexHUYECKHUH CrenUaIicT Mo 00CIyKHBaHHIO nepudepuitHoro obopynoBanus23
5.6 ITporpaMMuCT-pa3pabOTIHK MCTIMIH......ccoiiveienreninnientnccnecsesnctsasseiisasacans 24
6 TpeGoBaHus K IIEpPCOHAIY 10 00ecreueH 0 3aIMThI IIIH ..c.coiiiiiiiiine 235
7 NomxHocTHbIE 00s13aHHOCTH MONb30BaTeNeH MCITH ...cvcvvveviiiiiiies 27
8 OtBetcTBeHHOCTH COTPYAHUKOB MICTI/IH YUPEKIEHH . ...oevenrenrenireeneniaenienannanens 28
9 CIHCOK HCHOMBE30BAHHBIX MCTOTHIKOB isscocsssssssssiasssesisvacssssivasssssssosassssnessavssnassnnsnss 29
TTORTIOIREHIR L .ucsossnssssssssssssinssnnssmuvassesnsnussnssesssssssmsssisssssssssemsosssm susamssssmeesiiseessissnevin 31



OHPEAEJIEHUA

B Hacrosiiem TOKyMEHTE HCIONIBb3YIOTCS CIEAYIOLME TEPMUHBI U UX OIpejie-
JICHUA.

ABTOMATH3MPOBAHHASI CHCTEMAa — CUCTEMA, COCTOSIAs U3 IEPCOHANIA U KOM-
IJIEKCa CPEICTB aBTOMATU3AIUH €T0 JAESTEIbHOCTH, peaan3yolias HHHOpMaIMOHHYIO
TEXHOJIOTHIO BBIIOJHEHUS YCTAHOBJIEHHBIX () YHKIUH.

AyTeHTH(HKANHUSA OTIPABUTE/S JAHHBIX — IOATBEP)KICHHUE TOrO, YTO OT-
IIPABUTEIIb NOJTYYEHHBIX JAHHBIX COOTBETCTBYET 3asIBICHHOMY.

Be3onacHOCTh MePCOHANBHBIX JAHHBIX — COCTOSHUE 3aIUIIEHHOCTH IEPCO-
HAJIbHBIX JAaHHBIX, XapaKTepHU3yeMO€ CIIOCOOHOCTBIO IOJIb30BaTeNel, TEXHUYECKUX
CpeAcTB U MH(GOPMALMOHHBIX TEXHOJOTUN 00eCneunTh KOH(PHUAECHINATbHOCTD, Ie-
JIOCTHOCTh U JIOCTYITHOCTH IMEPCOHAIBbHBIX JNAHHBIX MPH UX 00paboTke B MH(pOpMa-
LHOHHBIX CHCTEMAaX MEPCOHAIBHBIX TaHHBIX.

Buomerpuyeckue nepcoHabHbIe JaHHbIE — CBEJCHUS, KOTOPHIE XapaKTepH-
3YIOT (PM3HOJOTUYECKNE OCOOEHHOCTH YE€JIOBEKA U HA OCHOBE KOTOPBIX MOYKHO YCT a-
HOBUTH €r0 JIMYHOCTh, BKJIIOYas (ororpaduu, OTIeHaTkyd NalblieB, 00pa3 ceTdyarku
rj1a3a, 0COOEHHOCTH CTPOEHUS Tela U APYryio MOJ00H Y0 HH(POPMALIHIO.

BioknpoBaHnue nepcoHANBHBIX JAHHBIX — BpEMEHHOE MpeKpalieHue coopa,
CHCTEMAaTU3alluM, HAKOIUIEHUS, HMCIOJIb30BAHMS, PACOPOCTPAHEHUS, MEPCOHATBHBIX
JAHHBIX, B TOM YUCJIE UX MEepeIavyu.

Bupyc (KOMNbHOTEPHBIA, NPOrPAMMHBIN) — HCIOJHAEMBIM MPOrpaMMHBIN
KO/ WJIA MHTEPIpEeTUpYeMbld HAOOp WHCTPYKLMM, OOJagaroiuii cCBOMCTBaMHU He-
CaHKIIMOHMPOBAHHOI'O PaclpOCTpaHeHHUsI U camoBocrpousBeaeHus. Co3nannbie a1y0-
JIMKaTbl KOMIIBIOTEPHOIO BHUpPYyCa HE BCErJa COBIANAIOT C OPUIMHAJIOM, HO CO-
XPaHSIOT CIIOCOOHOCTH K TajbHENIIEMY PacpOCTPAaHEHUIO U CaMOBOCIPOM3BEICHHUIO.

BpenoHnocHass mporpaMMa — nporpaMma, NnpeiHa3HadeHHas AJsl OCYLIECTB-
JIEHUS] HECaHKLIIHOHUPOBAHHOIO JOCTYIA U (MJIM) BO3AEHCTBHS HA IEPCOHATIBHBIE 1aH-
HBIE I Pecypchbl HTHGOPMAILIIOHHOM CUCTEMBI IEPCOHATIBHBIX JAHHBIX.

BcnomorarenbHble TEXHHYECKHE CPeICTBA M CHCTEMbI — TEXHUYECKHUE CPEJI-
CTBAa U CHCTEMBI, HE MpeJHA3HAYEHHbIE IS ITepeadu, 0OpabOTKU U XpaHEHHS Nepco-

HaJIbHBIX JAaHHBIX, YCTAHABJIWBACMBIC COBMCCTHO C TCXHUYCCKNMU CPCACTBAMU U CH-



CTCMaMu, NpCaAHa3HAYCHHbIMU JIA O6pa6OTKI/I IIEpCOHANIBHBIX JaHHBIX WJIM B IIOMC-
IICHUSIX, B KOTOPBIX YCTAHOBJIEHbI MH(OPMAIMOHHBIE CHUCTEMBI MEPCOHATBHBIX
JTAHHBIX.

JlocTynn B ONepaniMmoOHHYK cpeny KoMIbioTepa (MHGOPMAIIMOHHOM CHCTe-
MBI NMEPCOHATBHBIX TaHHBIX) — MTOJYYECHUE BO3MOKHOCTH 3aIlyCKa Ha BBITOJHEHUE
IITATHBIX KOMaH, (DYyHKIIUH, MPOIETyp OMEpallMOHHOM CHCTEMbl (YHHUTOXKEHHS,
KOITUPOBAHUS, TEPEMENICHN U T.II.), UCHOJHSAEMBbIX (aijIoB MPUKIAIHBIX IPO-
TPaMM.

Jloctyn k mHpopmanuu — BO3MOKXHOCTb MOJIy4eHUs] UH(OpMAIMK U €€ UC-
I10JIb30BAHUS.

3aKj1a7104H0e YCTPOiCTBO — 3JIEMEHT CPEACTBA cheMa UH(OpPMAIIUU, CKPBIT-
HO BHEJIPSIEMBIN (3aKJIaIbIBAEMbI WM BHOCHMBI) B MECTa BO3MOXKHOI'O CheMa WH-
dbopmariiu (B TOM 4HUCIE B Orpa)JieHHe, KOHCTPYKIMIO, 000pYy/I0OBaHUE, MPEMETHI
MHTEPbEPA, TPAHCIIOPTHBIE CPEACTBA, A TAKKE B TEXHUUYECKUE CPEIICTBA U CUCTEMBI
00pa®oTKH MHpOpMAITUN).

3amumaemas uHpopmanus — UHOOPMALIWS, SBISIIONIAICS MTPEAMETOM COO-
CTBEHHOCTH U TIOJJICKAIIasi 3alIMTE B COOTBETCTBUU C TPEOOBAHUSAMU ITPABOBBIX J10-
KyMEHTOB WJIM TPEOOBAHUSIMHU, YCTAaHABIIMBAEMbIMU COOCTBEHHUKOM HH(OpMAITHH.

Nnentudukamus — MPUCBOCHUE CYOBEKTaM M OOBEKTaM JIOCTYIa WACHTU-
¢dukaropa u (WIHM) CpaBHEHHUE MPETBIBISEMOr0 UACHTU(UKATOPA C MIEPEUHEM TPH-
CBOCHHBIX UJICHTU(HUKATOPOB.

NudopmMaTuBHBIA CUTHAJ — DJIEKTPUYECKUE CUTHAJIBI, aKYCTUYECKHUE, DIIEK-
TPOMAarHUTHBIC U JIpyrve (PU3MYecKHe IMojs, MO MapaMerpaM KOTOPBIX MOXET OBITh
packpeiTa KoH(UACHIIMAIbLHAS HWHGOpMaIys (MepcoHAIbHBIC JaHHBIC) 00padaThI-
BaeMasi B MTH(POPMAITMOHHOM CHCTEME MEPCOHATBHBIX TAHHBIX.

Nudopmannonnasi cucreMa nepcoHaiabubix AanHbix (MCIIAH) — uadop-
MaIlMOHHAs CHCTEeMa, MPEJICTABIAIONMAasi COO0M COBOKYITHOCTh IEPCOHAIBHBIX JaH-
HBbIX, COACPIKAIINXC B Oase JaHHBbIX, a TaKXE I/IH(l)OpMaI_II/IOHHI)IX TEXHOJIOTUHN U TeX-

HHUYECKUX CPEICTB, MO3BOJSIONINX OCYIIECTBIATh 00padOTKY TaKMX MEPCOHAIBHBIX



JaHHBIX C UCIIOJIB30BAHHMEM CPCJACTB aBTOMATU3alluu HJIU 0€e3 UCIIOJIL30BaHUsT TaKUX
CpE/ICTB.

HNudpopManuoHHble TEXHOJIOTHH — TIPOIIECChI, METO/BI MOUCKA, cOOpa, Xpa-
HEHMsI, 00paOOTKH, MPEIOCTABIICHHS], PACIPOCTPAHEHUSI MH(POPMAIIMA W CIIOCOOBI
OCYIIECTBJICHHUS TaKUX MPOIIECCOB U METOJIOB.

Hcnonb30BaHue MEPCOHAIBHBIX JAHHBIX — JICHCTBUS (OMEpaluu) ¢ Mepco-
HaJIbHBIMU JaHHBIMH, COBEpIIAacMbIe OIEPATOPOM B LEJSX MPUHSATHS PEUICHUH WU
COBEPIICHUS WHBIX JEUCTBUM, MOPOXKAAOIINX OPUIUUYECKUE IMOCIECACTBUA B OTHO-
IICHUN CYOBEKTa MEePCOHANBHBIX JAaHHBIX WU IPYTUX JHUI JUOO0 MHBIM 00pa3oM 3a-
TparuBaromuXx IIpaBa 1 CBO6OI[I)I C}/6T>€KT3 IICPCOHAIBHBIX TAaHHbIX UJIN APYI'UX JIUII.

HcTounuk yrpo3nl 0e3onacHocTH mHpopmamuu — CyOBEKT J0CTyIa, Mare-
pUaTbHBIA OOBEKT WM (PU3UYECKOE SIBJIICHHE, SBISIIOIIMECS MPUYUHON BO3HHKHO-
BEHUS yTpO3bl O€30M1aCHOCTH UH(POPMAIIUH.

KonTpoaupyemasi 30Ha — IIPOCTPAHCTBO (TEPPUTOPHSL, 3AAHUE, YACTh 3AaHM,
MIOMEILEHKE), B KOTOPOM UCKITFOYEHO HEKOHTPOIMPYEMOE NpeObIBaHUE MTOCTOPOH HUX
JIALI, & TAKXKE TPAHCHIOPTHBIX, TEXHUYECKUX U MHBIX MaTePUATbHBIX CPEJICTB.

KoHpueHIMaIbHOCTH NEPCOHANBHBIX JAHHBIX — 0053aTEIBHOE JIJIs1 COOJTIO-
JICHUS ONIEPaTOPOM WJIM MHBIM MOMYYUBIIUM JOCTYIT K TIEPCOHAILHBIM JTaHHBIM JIH-
1IOM TpeOOBaHUE HE JIOMYCKATh UX PAaCIpOCTpaHEeHUe Oe3 coryacus CyobeKTa mepco-
HAJILHBIX IAHHBIX WM HAJTMYUS THOTO 3aKOHHOT'O OCHOBAHHUSL.

MeskceTeBOIi 3KpaH — JIOKAJIbHOE (OJHOKOMIIOHEHTHOE) WM (DYHKIIMOHAITb-
HO-pacrpesieJieHHOe TporpaMMHOe  (IporpaMMHO-aNmapaTHOE) CPeACTBO  (KOM-
TUIEKC), peaM3yrolee KOHTPOIb 3a MH(popMaIyen, mocTymnaromei B uHdopmaru-
OHHYIO CUCTEMY MEPCOHATBHBIX TAHHBIX U (WJIM) BBIXOASIIEH 13 MH(OpMAIIMOH HOM
CUCTEMBI.

Hapymureab 6e30MacHOCTH MEPCOHANBHBIX JaHHBIX — (DPU3UUECKOE JIMIIO,
CIIy4aiiHO WJIM [TPEAHAMEPEHHO COBEPIIAOLIEE JIEUCTBHUS, CIIEICTBUEM KOTOPBIX SIBJISI-
eTcs HapyllleHHe 0€30MacHOCTH MEPCOHAIBHBIX JAHHBIX MIPU UX 00pa0OTKE TEXHUYE-

CKMMHU CpCACTBAMU B I/IH(i)OpMaHI/IOHHBIX CUCTCMaAX IICPCOHAJIbHBIX JJaHHBIX.



HeaBToMaTH3HpOBaHHAasE 00padoTKA MEPCOHATBHBIX JAHHBIX — 00paboOTKa
NEePCOHAIBHBIX JAAHHBIX, COJIEPXKAIIMXCSI B MH(DOPMAIMOHHOW CHCTEME MEepPCOHAb-
HBIX JaHHBIX 100 M3BJIEUEHHBIX U3 TaKOU CUCTCMBI, CHUTACT CiA OCYHICCTBHCHHOﬁ oe3
HUCITOJIb30BaHUA CPCACTB aBTOMATU3AIIUH (HC&BTOM&THBHPOB&HHOﬁ), €CJIN TaKuec Jleﬁ-
CTBUA C IICPCOHAIIBHBIMHU NAHHBIMHU, KAaK UCIIOJIB30BAHUC, YTOYHCHUC, pACIIPOCTPAHC-
HUE, YHUUYTOXCHHE TMEPCOHAJBHBIX JAHHBIX B OTHOLICHUU KAKIOTO M3 CYOHEKTOB
MEPCOHANBHBIX JaHHBIX, OCYIICCTBISIFOTCS MPH HEMOCPEICTBEHHOM Y4aCTHH YeJIOBe-
Ka.

HenexiapupoBaHHble BO3MOMKHOCTH — (DYHKIIMOHAJIBHBIE BO3MOXXHOCTH
CPEICTB BBIYMCIUTEIILHONM TEXHUKH, HE OMHUCAHHBIC WJIM HE COOTBETCTBYIOIIME OITH-
CaHHBIM B JOKYMEHTAIIWH, TPY HCIIOJIb30BAaHUM KOTOPHIX BO3MOKHO HApYIIEHUE
KOH(PHICHITMATBHOCTH, JOCTYMHOCTH WM IIEJIOCTHOCTH 00pabaThiBaeMoOl HWH-
dbopmaruu.

HecaHKIIMOHUPOBAHHBIN 10CTYNI (HECAHKIMOHUPOBAHHbIE JACHCTBUA) —
JOCTYIT K MH(OpMAITMX WM ASUCTBUS ¢ MH(pOpMaliei, Hapylarolue mpaBuia pas-
TpaHUYCHUS JIOCTYIA C UCIIOJIb30BaHHUEM ITATHBIX CPEJICTB, MPEIOCTABIIIEMbIX HH-
(bopMaIMOHHBIMU CUCTEMaMU MEPCOHATbHBIX JaHHBIX.

Hocuresnns nHpopmanuu — GU3MUECKOE JUIIO UM MaTepPUATIbHBIN OOBEKT, B
TOM 4Hclie (PU3MIecKoe Ioje, B KOTOpoM MHGOpMAIUs HAXOAUT CBOE OTPAXKCHUE B
BUJIC CUMBOJIOB, OOPa30B, CUTHAJIOB, TEXHUYECKUX PEIICHUN U TPOIECCOB, KOJM-
YECTBEHHBIX XapaKTePUCTUK PU3UIECKUX BEITUIHUH.

Oo0e3nuuBanue MNEPCOHAIBHBIX JAHHBIX — HeﬁCTBHH, B PE3yJbTarc KOTO-
PBIX HEBO3MOYKHO OINPEACIUTh MPUHAIJICKHOCTh MEPCOHATBHBIX JaHHBIX KOHKPET-
HOMY CYOBEKTY MEepPCOHABbHBIX TaHHbIX.

O0paboTKa NMEePCOHAIBHBIX TaHHBIX — JICHCTBUSA (OMepaiu) ¢ MepCoOHAIIb-
HBIMHM JTAHHBIMH, BKJIIOYas cOOp, CHMCTeMaTH3allkio, HAKOIJICHUE, XpaHEHHUe, yTou-
HeHHe (OOHOBJIEHUE, U3MEHEHHUE), UCTI0Ib30BaHKE, PACPOCTPAaHEHUE (B TOM YHUCJIE
nepeaavy), o0e3MurMBaHue, OJIOKMPOBAHHE, YHUUTOXXEHHUE MEPCOHAIBHBIX JlaH-

HBIX.



OO0wmenocTynHbie MePCOHAJIbLHbIC JaHHbIE — IEPCOHAIBHBIE JAHHBIC, TOCTYI
HEOTPaHWYEHHOTO Kpyra JIUI] K KOTOPBIM MPEOCTaBIIEH C COTJacHs CyOheKTa mepco-
HAJBHBIX JAaHHBIX WJIM Ha KOTOPbIE B COOTBETCTBUU C (DeepalbHBIMU 3aKOHAMHU HE
pacrnipocTpansieTcsi Tpe0oBaHue COOII0ICHUS KOHPUICHITUATEHOCTH .

Oneparop (nmepcoHaNBHBIX AAHHBIX)-TOCYAAPCTBEHHBIM OpraH, MYHUIU-
NAJbHBIA OpraH, FOPUINYECCKOe WM (PU3MYECKOe JIMI0, OpraHu3yolee U (W)
OCYIIIECTBJISOIIEE 00PA0OTKY NMEPCOHANIBHBIX JIAHHBIX, & TAKXKE OMPEACIIAIONINE 11e-
T ¥ COZIEprKaHe 00pabOTKHU MepCOHATbHBIX IAHHBIX.

Texnuueckue cpeacrsa HH(POPMALMOHHOU CHCTEMbI NMEPCOHAIBHBIX AaH-
HbIX — CPEJICTBA BBIYMCIUTEIBHOU TEXHUKH, WH(POPMAIMOHHO-BBIYUCIUTEIbHBIC
KOMIUJIEKCHI M CETH, CPEJICTBA M CUCTEMBI mepenaud, npuema u oopadorku I1/1n
(cpeacTBa  CUCTEMBI 3BYKO3AIIMCH, 3BYKOYCHUJICHWS, 3BYKOBOCIIPOM3BEACHUS, Iie-
PETOBOPHBIE U TEJIICBU3UOHHBIC YCTPOMCTBA, CPEACTBA W3IOTOBJICHHUS, TUPAKUPO-
BaHUS JIOKYMEHTOB M JIpyrMe€ TEXHUYECKUE CPEJICTBa OOpabOTKH pedeBo, rpadu-
YECKOM, BUICO- M OyKBEHHO-IIM(PPpOoBOM MH(OpMAIIMK TTPOrpaMMHBIE CpelicTBa (Orie-
PAlLIMOHHBIE CUCTEMBI, CUCTEMBI YITpaBJieHus1 0a3aMU TaHHBIX U T.I1.), CPEJICTBA 3alllv-
ThI UH(GOPMAITUH, IPUMEHSIEMbIE B MH(POPMAIIMOHHBIX CUCTEMAaX.

IlepexBar (MHpopManum) — HENPABOMEPHOE MOTydeHUE UH(POPMALUU C UC-
MOJIb30BaHMUEM TEXHHYECKOTO CPEICTBA, OCYIIECTBIIIONIEIO O0OHApYKEHHE, TIPUEM U
00paboTKy MH()OPMATUBHBIX CUTHAJIOB.

IlepconanbHble AaHHBbIE — JIF00asT MHPOPMAIIKS, OTHOCSIASICS K ONpe/IeIICH-
HOMY WJIM OIpe/esieMOMY Ha OCHOBAaHWHW TakoW HWH(OpMamuu (U3NIECKOMY JIHILY
(cyOBEKTY MepCOHaIbHBIX JAHHBIX), B TOM YHUCIIE ero ()aMuis, UMsi, OTIECTBO, TOJ,
MECSIII, JaTa ¥ MECTO POXJICHHSI, aapec, CEMEHHOe, COMATBbHOE, UMYIIECT BEHHOE T10-
JoXeHue, oopazoBanue, mpodeccus, T0X0oAbl, 1pyras HHGopManus.

IToGouHbIe IJIEKTPOMATHUTHBIE M3JIYyYeHHS] U HABOAKH — DJICKTPOMAarHHT-
HBIC M3ITY4ECHUS TEXHUYECKUX CPENICTB 00paboTKH 3amuimaeMoi nHdopMaIiu, BO3HHU -
Kalol[e Kak MOOOYHOE SIBJIEHWE W BBI3BAHHBIC AJIEKTPUYECKUMH CHUTHAJIAMH, JEH-
CTBYIOLIMMH B UX IJIEKTPUUYECKHX U MArHUTHBIX IEMSX, a TAKXKE 3JICKTPOMArHuTHbIE

HaBOAKH 3THX CUTHAJIOB Ha TOKOIIPOBOAAIINUEC JIMHUH, KOHCTPYKI K WU LCIIN ITMTAHWA.



[MonuTHKAa «YHUCTOr0 CTOJIA» — KOMILUIEKC OpPraHU3allMOHHBIX MEPONPUSITUH,
KOHTPOJMPYIOIUX OTCYTCTBUE 3aIIMChIBAHUS HA OyMa)KHbIE HOCUTENH KJIIOYEH U aT-
puOyTOB OCTYyMa (MapoJieid) U XpaHeHus UX BOJIM3U OOBEKTOB JOCTYIA.

IHoab3oBaTesib NHPOPMALMOHHOI CHCTEMBI EPCOHAIBHBIX JAHHBIX — JU-
110, y4acTBymoIIee B GyHKIIMOHMPOBAHUU UH(POPMALIMOHHON CUCTEMBI IEPCOHAIBHBIX
JAHHBIX WA UCTIOJb3YIOIIEEe Pe3yJIbTaThl €€ () yHKIIMOHUPOBAHMUSL.

I[IpaBuia pasrpaHuyeHusi JOCTYNa — COBOKYIHOCTb MPaBHJI, PErIaMEHTH-
PYIOIIMX TIpaBa I0CTyIa CyObEKTOB JOCTYMa K 00bEKTaM JA0CTYIIa.

IIporpaMMHasi 3aKJIaKa — KOJ MPOrpaMMbl, IPEIHAMEPEHHO BHECCHHBIA B
IpOrpaMMy C IENbI0 OCYIIECTBUTH YTE€UKY, MU3MEHHUTH, OJOKUPOBATh, YHHUUTOXHUTH
uHpOpPMANMIO WM YHUYTOXKHUTH U MOIU(DHUIIMPOBATH MPOTPaMMHOE OOEcCredYeHne
WH()OPMAIIMOHHON CHUCTEMBI TEPCOHATBHBIX TaHHBIX W (WiIKM) OJOKHpPOBAThH amra-
paTHbIE CpeJICTBA.

IIporpamMHoe (IPOrpaMMHO-MaTeM ATHYECKO€E) BO3/1eCTBHE — HECAHKIINO-
HUPOBAHHOE BO3JIEWCTBUE HA PECYpPChl aBTOMATU3UPOBAHHOW MH(OPMALIMOHHON CH-
CTE€MBI, OCYIIECTBIIIEMOE C UCIIOIb30BaHUEM BPEIOHOCHBIX ITPOrPaMM.

PackpbiTHe MEPCOHANBHBIX JAHHBIX — YMBIIIJICHHOE WA Cly4allHOE Hapy-
IeHWE KOH(PUICHIIMATbHOCTU MEPCOHAIBHBIX JTaHHBIX.

PacnpocTpaneHue nmepcoHAJBLHBIX JAHHBIX — JICHCTBUS, HalpaBJCHHbIE Ha
nepenavyy nepcoHaIbHBIX JaHHBIX OMPEAEICHHOMY KPYry JIull (1epeada nepcoHaib-
HBIX JIAaHHBIX) WM Ha 03HAKOMIJICHHE C TIEPCOHATBHBIMU JTAHHBIMU HEOTPAHUYEHHOTO
Kpyra JIMI[, B TOM YKClie 00OHapOI0BaHHE EPCOHATBHBIX JAHHBIX B CPEJICTBAX MACCO-
BOM MHOpMaIINK, pa3MelleHre B HHGOPMAIMOHHO-TEJICKOMMYHUKAITMOHHBIX CETSIX
WM TPEOCTaBIEHNE JOCTYINa K EPCOHATBHBIM JaHHBIM KaKUM-JIU00 UHBIM CIIOCO-
o0oM.

Pecypc unpopmManimoHHONH CHCTEeMbl — HMCHOBAHHBIM 3JIEMEHT CHCTEMHOTO,
MPUKJIAHOTO WIIM alapaTHOTO oOecredeHus: (PyHKIMOHUPOBaHUS HH(pOpMAIl OH-
HOW CHCTEMBI.

CneunajbHble KATErOpuM NMEPCOHAJbHBIX JAHHBIX — MEPCOHAJbHBIC JaH-

HBIC, KaCaromueCcAa paCOBOﬁ, HaHHOHaHBHOﬁ NPpUHAIICKHOCTH, ITOJIMTHYCCKUX B3IJIA-



JIOB, PEITMTUO3HBIX UM QUIOCOPCKUX YOCKIECHHM, COCTOSIHUS 3I0POBbSI U HHTUMHOM

KU3HH CYOBEKTa MePCOHATBHBIX JTAHHBIX.

CpencrBa BbIYHCJIUTEIBH O TEXHUKH — COBOKYITHOCTD ITPOTPAMMHBIX U TEX-
HUYECKUX DJIEMEHTOB CHCTEM O0pabOTKM JTaHHBIX, CIIOCOOHBIX (DYHKIIMOHHUPOBATH
CaMOCTOSATEIILHO UJIA B COCTABE IPYTUX CUCTEM.

Cyo0bekT noctyna (cy0beKT) — JIMIIO WM ITPOLECC, NEUCTBUS KOTOPOrO per-
JJAMEHTUPYIOTCS IPaBUIAMU pa3rpaHUYCHUS JOCTYIA.

TexHuuyecknil KaHaJ yre4kd MH(OPMALUM — COBOKYIIHOCTH HOCUTEIS WH-
dopmanmu (cpenctBa 00paOdOTKHM), (PU3MYECKOM Cpelbl pacpoCTpaHeHHsT UHQOP-
MaTHUBHOI'O CUTHAJIa ¥ CPE/ICTB, KOTOPBIMM JTOOBIBAETCS 3alliaeMas HH(opMaiusi.

TpancrpanuyHasi mepefadya NepcOHAJbHBIX JaHHBIX — TIepenada Mepco-
HaJIBHBIX JAHHBIX oneparopom uepe3 l'ocynapcrBeHHyro rpanuny Poccuiickoin ®De-
JIepalii OpraHy BJIACTH WHOCTPAHHOTO TOCYIAapCTBA, (PU3NUECKOMY WITH FOPHIAY C-
CKOMY JIMILYy HHOCTPAHHOTO FOCYy/1apCTBa.

¥Yrpo3bl 0€30MaCHOCTH MEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTh YCJIOBUM U
(baxkTOpoB, CO3MAIONIUX OMACHOCTh HECAHKIMOHUPOBAHHOTO, B TOM YHCIE CITy4aii-
HOT0, JOCTYIa K MEPCOHAIBHBIM JJAHHBIM, PE3YJIBTATOM KOTOPOrO MOXKET CTATh YHU-
YTOXKEHUE, W3MEHEHHE, OJIOKUPOBaHHE, KOIMMPOBAHUE, PACIIPOCTPAHEHUE Tiep-
COHAJILHBIX JTAHHBIX, a TAKXKE MHBIX HECAHKIIMOHUPOBAHHBIX JICHCTBUIA TIpU WX 0Opa-
00TKe B MH(POPMAITMOHHOMN CUCTEME TIEPCOHATIbHBIX JTAHHBIX.

YHHUYTOKEeHHEe MEePCOHATBHBIX JaHHBIX — JICWCTBUS, B PE3YJILTATE KOTOPBIX
HEBO3MOXXHO BOCCTAHOBUTH COJICp)KaHUE TEPCOHAIBHBIX JAHHBIX B HMH(OpPMAIIU-
OHHOM CHCTEME NEPCOHABHBIX JAHHBIX WM B PE3YJIBTATE KOTOPBIX YHUUTOXKAKOTCSA
MaTE€PUAIBHBIE HOCUTEIN NTEPCOHAIBHBIX TaHHBIX.

Yreuka (3amumaemMon) HHPOPMAUHU M0 TEXHUYECKUM KaHAJIaM — HEKOH-
TPOJMPYEMOE PACIIPOCTPaHEHUE MH(OPMALMU OT HOCUTENS 3allyiiaeMoil UHQOop-
MalK 4yepe3 (PU3MYECKYI0 CpeAy 0 TEXHUYECKOTO CPENICTBA, OCYHIECTBIISIOIIETO
nepexsBat UHGOPMAIUH.

Yupe:kneHue — yupexxJeHUS 3pPaBOOXpaHEHUsS, COUUATbHON cdephl, Tpyaa U

3aHATOCTH.



VYA3BHMOCTh — CJIA00CTh B CPEJCTBAX 3AIUTHI, KOTOPYIO MOXHO HCIIOJIb30-
BaTh JJIsl HAPYILIEHUS] CUCTEMBbI WM COZIEpIKaIleiCs B HeMl nHpopMaIuu.

IesocTHOCTH HH(pOPMAME — CITIOCOOHOCTH CPEJICTBA BHIYMCIUTEILHON TEX-
HUKU WM aBTOMATHU3UPOBAHHOW CHUCTEMBI OOECIIeYMBATh HEU3MEHHOCTh HH(Op-

MAIIUH B YCJIOBUSX CITy4alHOTO /WM TIPETHAMEPSHHOT'0 UCKAXEHUS (Pa3pyIeHUs ).



OBO3HAYEHUSA N COKPALLIEHUA

ABC — aHTHUBHpYCHBIE CpELCTBA

APM — aBTOMaTH3MpoBaHHOE paboyee MeCTO

BTCC — BcnomorarenbHble TEXHUYECKUE CPEACTBA U CUCTEMBI
NCIIIn — undopmanionHasi cucreMa nepCcoHaIbHBIX TaHHBIX
K3 — xoHnTponupyemas 30Ha

JIBC — nokasibHasi BBIYUCIUTENbHAS CETh

MD — mMexceTeBOM dKpaH

HCJI — HecaHKIMOHMPOBAHHBIN 10CTYM

OC — omnepaiinoHHas cucreMa

ITJ1H — mepcoHaJIbHbIE TaHHBIE

[IMB — nporpaMMHO-MaTeMaTH4ECKOE BO3AECHCTBUE

I1O — mporpamMmmHoe obecrieueHune

I[ITOMUH — noboyHble 3MEKTPOMArHUTHBIC U3ITYYEHUS U HABOAKHU
CA3 - cucrema aHanu3sa 3alMIIEHHOCTH

C3U — cpeacrBa 3amMThl UHPOPMALIUU

C3IIIn — cucremMa (mojcucreMa) 3allMThl IEPCOH ATbHBIX JAHHBIX
COB - cucrema oOHapyXeHUs1 BTOPKEHU I

TKY U — rexuuueckrue KaHalbl yTeUKU HHPOPMALUU

YBII/IH — yrpo3sl 6€30macHOCTH MEPCOHATBHBIX JTAHHBIX



CneunajibHble KaTeropuu NMEPCOHANbHBIX JAHHBIX- MEPCOHAJIBHBIC JaH-
HBIC, KacarolMecss PacOBOM, HAITMOHATBLHON MPUHAIJICKHOCTH, MOJTUTUUECKUX B3TJIs-
JIOB, PEIUTUO3HBIX WA GUIOCO(DCKUX YOCIKICHUHN, COCTOSTHUSI 37J0POBbSI 1 MHTUMHOM
KU3HU CyOBEKTa MEePCOHATBHBIX JaHHBIX.

CpeacTBa BBIYMCJIANTENbHOI TEXHUKH- COBOKYITHOCTh MHPOTPAMMHBIX U
TEXHUYECKUX AJIEMEHTOB CUCTEM O0pabOTKM JaHHBIX, CIIOCOOHBIX (DYHKIIMOHUPO-
BaTh CAMOCTOSITEIbHO UJIM B COCTABE JAPYTUX CHUCTEM.

Cy0bekT aoctyna (cy0beKT) - JIMIO UM MPOLECC, AEHCTBUS KOTOPOro pe-
IJIaMEHTUPYIOTCS MpaBUIaMU Pa3rpaHUYEHUs JOCTYIA.

TexHuuyeckrii KaHaJ yTe4YKd UHGOPMALMH - COBOKYITHOCTh HOCUTEIS UH-
dopmaruu (cpeacrBa 06padoTKM), GU3HUECKON Cpellbl pacpocTpaHeHuss nHGopMa-
TUBHOT'O CUTHANa U CPEACTB, KOTOPHIMU JOOBIBAETCS 3aluiiaeMasi HH(opmarusi.

TpancrpannyHas mepegadya NEePCOHANBHBIX JAHHBIX- Iepejadya Mepco-
HaJIBHBIX JAHHBIX oreparopoM uepe3 ['ocymapcrBennyro rpanuny Poccuiickoit ®e-
Jiepallii Oprany BJIACTH MHOCTPAHHOI'O TOCYJapCTBa, PU3MUECKOMY UIU HOpUAUYE-

CKOMY JINIy MHOCTPAHHOT'O TOCY1apCTBa.

Yrpo3bl 0€301aCHOCTH MEPCOHAJIBHBIX JAHHBIX - COBOKYITHOCTh YCJIOBHUH U
(akTOpOB, CO3/IAIOIINX OMACHOCTh HECAHKIIMOHUPOBAHHOI'O, B TOM YHUCIIE CIy4ailHO-
ro, J0CTyIa K MEPCOHAIbHBIM JaHHBIM, PE3YJbTaTOM KOTOPOTO MOXKET CTaTh YHH-
YTOXKEHUE, W3MEHEHHE, OJOKMpOBaHHE, KOMUPOBAHUE, PACHPOCTpPaHEHUE TMepco-
HaJbHBIX JAHHBIX, a TAK)KE MHBIX HECAHKIIMOHUPOBAHHBIX JICHCTBUHN MpU UX oOpa-
00TKe B MH(POPMAIIMOHHOM CHCTEME MTePCOHATILHBIX JIAaHHBIX.

YHUUYTOKEHHE MEPCOHATBHBIX JAHHBIX - JICHCTBUS, B PE3YyJbTaTe KOTOPBIX
HEBO3MOXHO BOCCTAHOBUTH COJIEP)KaHUE MEPCOHATBHBIX NaHHBIX B MH(OPMAIIMOH -
HOIl cUCTEeME MEPCOHANBbHBIX JAHHBIX WM B PE3yJIbTAaTe KOTOPBIX YHUUTOXKAKOTCS
MaTepuajbHbIe HOCUTEIN MEPCOHATBHBIX TaHHBIX.

Yreuka (GamuumaemMou) uHGopMauMU N0 TEXHHYECKHUM KaHaJlaM - He-

KOHTPOJIMPYEMOE pacIpOCTPAHCHNE HH(POPMAITMK OT HOCUTEJIS 3alUIacMON HH -



(dopmanuu yepe3 GU3MUECKYIO CpeAy 10 TEXHUUECKOrO CPEICTBA, OCYIIECTBIISIOLIE -
ro nepexsar uHGOpPMaIUu.

Yupe:kaeHue - yUpexIeHUs 3paBOOXPaHEHHUS], COLUAIBHONU Cephl, Tpyaa U
3aHSATOCTH.

Ya3BUMOCTB - c1a00CTh B CPEICTBAX 3allIUThl, KOTOPYIO MOKHO HCIIOJIb30-
BaTh JIsl HAPYILICHUS CUCTEMBI WK COJICprKaIlelicss B HeW nH(opmaruu.

HesocTHOCTH MH(pOPMAIMKU - CTTOCOOHOCTH CPEAICTBA BBHIUUCIUTEIHLHONW TEX-
HUKHU WM aBTOMAaTH3UPOBAHHOW CHCTEMBI 00eclieurnBaTh HEU3MEHHOCTh UH(pOpMa-

I[UH B YCIIOBHUSX CIy4aliHOTo PI/WIN MpeIHaMEPEHHOT0 UCKaKEHUS (Ppa3pyIIeHNUs).
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OBO3HAYEHUSA U COKPALLIEHUSA

ABC - aHTUBUpYCHBIE CPEICTBA
APM —aBToMaru3upoBaHHoe paboyee MeCTo
BTCC - BcomoraTesibHbIE TEXHUYECKUE CPEACTBA U CUCTEMBI
NCIIH - nadopmManrioHHas cucTeMa MepCOHAbHBIX JaHHbBIX
K3 - konTponupyemas 30Ha
JIBC - nokanpHasi BBIYUCIUTEINIbHAS CETh
MD - MexceTeBOM IKpaH
HC/I - HecaHKIIMOHUPOBAHHBIN JOCTYM
OC - onepanmoHHas cucreMa
[1/Ix - nepcoHanbHbBIE JaHHBIE
[IMB - nporpammMHO-MareMaTU4€CKOE BO3E€MCTBUE
I1O - mporpammHoe obecneueHne
[IOMUH - noGovHBbIe 3JIEKTPOMAarHUTHBIC U3ITYYCHUS U HABOJKH
CA3 — cucrema aHanm3a 3alMIIEHHOCTH
C3WU - cpencra 3amuThl HHGOPMAIUU
C3I1n - cucrema (rmoacucreMa) 3aluThl IEPCOHATBHBIX JAHHBIX
COB - cucrema oOHapyKeHUs1 BTOP>KEHU N
TKY U - Texuuueckue KaHaibl yTeukd HH(OpMaIuu

VYBII/H - yrpo3sl 6€301MacHOCTH MEPCOHATBHBIX TAHHBIX
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BBEJIEHHME
Hacrosimas [Tonutuka nugopmanrionHoi 0€300aCHOCTH yUpeKIeHus (anee
- [lonuTHka) 3apaBOOXpaHeHUs], COUATBHON cdepbl, Tpyaa u 3ansroctu (anee -
Yupexnenus), paspadorana MUHUCTEPCTBOM 3/IpaBOOXPAHEHHS M COITMAIBHOTO Pa3-
BuTHsI PO, sBsieTcst o UIMambHBIM JOKYMEHTOM.
[TomuTHka pa3paboTaHa B COOTBETCTBUHU C IEIISIMH, 3aladaMy W TPUHITUTIAMA

obecrieueHuss 0€30ITaCHOCTH IMCPCOHAJIBHBIX JAHHBIX U3JIOKCHHBIX B KoHuenuumu nH-

dbopmanmonnoit 6e3zonacHoctu UCTIJ YupexneHusl.

[TomuTuka paspaboraHa B COOTBETCTBUM ¢ TpeOoBaHUsIMU DeneparbHOro 3a
koHa oT 27utosisg 2006 r. Ne 152-®3 «O nepcoHaIbHBIX JaHHBIX» WM MOCTAHOBJICHUS
[IpaButenncrBa Poccuiickoit @eneparuu ot 11 HOsOps 2007 r. Ne 781 «O06 yTBep-
xaeHuu [lonoxenus o0 obecrieueHUU OE30MACHOCTU MEPCOHANBHBIX TAHHBIX TMPU X
00paboTke B MHPOPMAIIMOHHBIX CUCTEMaX MEPCOHATBHBIX TaHHBIX», HA OCHOBAHUU:

-«PexoMeHnmanuii mo o0ecnedyeHno 0€30MacHOCTH MePCOHATBHBIX TaHHBIX

npu ux 00paboTke B HH(YOPMAIIMOHHBIX CUCTEMAaX MEPCOHAITBHBIX TaHHBIX», YTBEP -
xaeHHbIX 3amecturenem nupekropa ®CTIK Poccnm ot 15.02.2008 1.,

- «TunoBbIXx TpeOOBaHUN MO OpraHU3alUM U O0ECHEUECHHUIO0 ()YHKIMOHHUPOBA-
HUsI UGPOBATBHBIX (KpUNTOrpaUuecKUX) CPEeICTB, NMPEAHA3HAUCHHBIX IS 3allUThI
uH(pOpMaIuK, HE coAepxkallel CBEeHUM, COCTAaBIAIOUMX TOCYAapCTBEHHYIO Tail-
HY B CJIydae U3 UCIOJIb30BaHUs JUId o0ecriedeHus: 0€30MacHOCTH IEepPCOHaNbHbIX JaH-
HBIX MpU UX 00paboTke B MHGOPMAIMOHHBIX CHUCTEMaxX IMEPCOHANbHBIX JaHHBIXY,
yTrBepKIeHHbIX pykoBojicTBOM § Llentpa @CB Poccuu 21.02.2008 r. Ne 149/6/6-662.

B IMonmutuke onpenenensl TpedoBanus k nepconany UCIIH, crenens oTBeT-

CTBEHHOCTH MEPCOHAJa, CTPYKTYpa U HEOOXOAUMBII YpOBEHb 3alIMIIEHHOCTH, CTa-
TyC U JIOJDKHOCTHBIE OOSI3aHHOCTH COTPYAHHKOB, OTBETCTBEHHBIX 3a OOECleueHue

6e3onacHOCTH niepcoHanbHbIX NaHHbIX B UCIIH Yupexaenus.
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1 O0mme moI0KCHUS

Lenpro HacTosme#t IloauTrku sBIsIeTCS 0oOeCIedeHNnE OC30IMaCHOCTH 00BEKTOB
3alIUTHl YUPEeKACHUS OT BCEX BUJIOB YI'PO3, BHEIIHUX U BHYTPEHHUX, YMBIILICHHBIX
U HEMpeIHAMEPEHHBIX, MUHUMHU3AIUS yiiepda OT BO3MOXKHOW peanu3aluu yrpos
6ezonacuoctu [1/1a (YBII/IH).

be3omacHOCTh MepCOHANBHBIX JAAHHBIX JOCTUTACTCsl MYyTEM HCKIIIOYCHUS HE-
CAaHKIIMOHMPOBAHHOT'O, B TOM YHCJIE CIIYy4aifHOTO, JOCTYIA K MEPCOHATBHBIM JaHHBIM,
pPE3YIBTATOM KOTOPOTO MOXET CTaTh YHHYTOXKCHHE, U3MEHEHUE, OJIOKMpOBaHUE, KO-
IUPOBaHUE, PACIPOCTPAHCHUE MEPCOHATBHBIX JAHHBIX, a TaK)Ke MHBIX HECAHKIIUO-
HUPOBAHHBIX JCHCTBUM.

HNudopmariust u cBsizaHHBIC C HEW peCypChl JOJDKHBI OBITh IOCTYITHBI JIJIS aBTO-
PU30BaHHBIX IMOJIb30BaTeeH. J|0JDKHO OCYIIECTBIATHCS CBOSBPEMEHHOE OOHapyXe-
Hue U pearupoBanue Ha Y BII/IH.

JIOJDKHO OCYIIECTBIATHCA MPEIOTBPAIlEHHE MPEeIHAMEPEHHBIX WM CIIydaii-
HBIX, YaCTUYHBIX WJIM TOJHBIX HECAaHKIIMOHUPOBAHHBIX MOJAU(DUKAIMN WX YHHUYTO-
YKEHUS JTaHHBIX.

CocraB 00BEKTOB 3alllUTEI IIPCACTAaBJICH B IlepeyHe mEpCOHAIBHBIX JAaHHBIX,

OIS KA X 3aIlIuTE.

Cocras UCII/IH nmoanexammx 3amunre, npeacrasieH B OTuere o pe3ysibrarax
MIPOBE/ICHUS BHYTPEHHEH POBEPKHU.

Ora [lonutrka nHQOpPMAMOHHON O€30MacHOCTU Oblla YTBEPXKAEHA PYKOBO-
nutenem Yupexaenus lllen epom B. /I. u BBenena B aeiicteue npukazom Ne 113 ot

31.12.2013
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2 ObJacThb aecTBUdA
TpeboBanus Hacrosuieil [loMuTUKU pacnpocTpaHsIOTCS Ha BCEX COTPYIHUKOB
VYupexxaenus (IITaTHBIX, BpEMEHHBIX, pabOTAIOMIMX O KOHTPAKTy U T.1.), CTyneH-

TOB d TAKKC BCCX IMPOYUX JINI] (HOI[pSII[‘{I/IKI/I, AyOAUTOPBI U T.H.).
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3 CucrtemMa 3aluThl IEPCOHATBHBIX TaHHBIX

Cucrema 3anm sl nepcoHAIbHbIX JaHHBIX (C3I1/IH), cTpouTcst Ha OCHOBaHUM:

- Oruera 0 pe3ynbTarax NPOBEAEHUS BHYTPEHHEN POBEPKH;

- HepeqHH NMEePCOHANBHBIX JAHHBIX, MOMJICKANIUX 3AIIUTE,

- AKTa KJ'IaCCI/Id)I/IKaIII/II/I I/IHd)ODMaHI/IOHHOﬁ CUCTCMBI ITCPCOHAJIIBHBIX JTAHHBIX;

- Mopenu yrpo3 0€30acHOCTH MEPCOHANbHBIX JIAHHBIX;

- [lonoxeHus o Pa3rpaHu4CHUU IM1PAB AOCTVYIIA K O6pa6aTBIBa€MBIM nmepco-

HaJIbHBIM JJaHHBIM,

- PykoBoasauiux gjokymenToB ®CTIK nu ®Ch Poccun.

Ha ocHoBaHMHM »THX JOKYMEHTOB OINpEACIsIeTCS HEOOXOIMMBIH ypPOBEHb 3a-
munienHoctd [In xaxaoit UCII[n Yupexnennus. Ha ocHoBaHMM aHann3a aKkTyajb-HBIX
yrpo3 6e3onacuoctu [1/[n onurcanHoro B Moaenu yrpo3 u Otdera o pe3ynibTa-Tax mpo-
BEJICHUS BHYTPEHHEH MPOBEPKE, JENAeTCs 3aKI0UYeHnEe 0 HE0OX0AUMOCTH HCIOIb30BAHUS

TEXHUYECKUX CPEJICTB U OPTaHU3aIMOHHBIX MEPONpUSTUN AJsi oOec-medeHust Oe30macHo-

ctu [1/ln. BeiOpannbie He0OX0UMbIE MEPONIPUATHS OTpaxarTca B Ilmane MeponpusTuit

o obecrieyenuro 3ammThl [1J1H.

Jns kaxaoit UCIIIH nomkeH ObITh COCTaBIEH CHMCOK MCHOJIb3yEeMbIX TEXHH - ye-
CKHX CPEJCTB 3aIUThI, a TAaK ke MPOrpaMMHOr0 oOecreueHns y4acTBYIOLEero B 00paboT-
ke [1JIn, Ha Bcex anemenTax MCIIIH:

- APM nonp3oBarenei;

- CepBepa NpUII0KEHUH;

- CYB/;

- I'panuna JIBC;

- Kananos nepenauu B ceTu 00I11€ro M0Ib30BaHUS U (MIIM) MEXKIYHAPOIHOTO
oOmeHa, eciiu 1o HUM niepenatorcs [1/1H.

B 3aBucumoctu ot ypoBHs 3amuiieHHocTd MCIIJIH M akTyanbHBIX Yyrpos,
C3III1 MOXeT BKIIOYATh CIEAYIOMINE TEXHUYECKUE CPENICTBA:

- QHTUBHUPYCHBIE CPEJICTBA AT PabOUMX CTAHIMH MOJb30BATENEH 1 CEPBEPOB;

- CpCACTBA MCIKCCTCBOI'O DKPAHNPOBAHUA,
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- cpeaicTBa Kpuntorpadguueckoi 3anmThl uHGOpMaIUu, TP nepeaade 3aliiu -
nraeMoi HH(OpPMAaIUU 110 KaHajaM CBSI3H.

Tak e B CIHCOK JOJKHBI ObITh BKJIFOUYEHBI (DYHKIIUU 3alIUTHI, 00€CreunBae-
MbI€ ITaTHBIMU cpejcTBamu o6pabotku [I/In omepanmnonnsiMu cucremamu (OC),
npukiaaabeiM [1O U cnenuaibHBIMM KOMIJIEKCAMU, PEATU3YIONMMU CPEICTBA 3alllH -
Thl. CIUCOK () YHKIMM 3aIIUTHI MOXKET BKIIOUYATh:

- YIIpaBJEHUE U pa3rpaHUYCHUE JOCTYIa OJIb30BaTElIeH;

- PETUCTPAIUIO U yUET ACHCTBHI ¢ HH(GOpMAaITUEH;

- - o0ecneynBarh 1EJI0CTHOCTh IaHHBIX;

- - IPOU3BOUTH OOHAPYKEHUM BTOPIKECHHU.

Cnucok MCIob3yeMbIX TEXHUUECKUX CPEACTB oTpaxkaercs B [linane meporpu-

SITHH 10 00ECICUCHHIO 3allIMThl IICPCOHAJIBbHBIX AAaHHBIX. Crmcok HCITIOJIBb3YCMbIX

CPEICTB JOKEH MOAJACPKUBATHCA B aKTYaIbHOM COCTOsIHUH. [Ipu M3mMeHeHuu co-
CTaBa TEXHUYECKUX CpeAcTB 3amuThl Win snemeHToB MCII/IH, cooTBeTcTBYyIOMIME
M3MEHEHHS JOJDKHBI OBITh BHeCeHbl B CHUCOK M YTBEPXKIACHBI PYKOBOIAUTEIIEM

VYupexaeHus Wi JUIOM, OTBETCTBEHHBIM 3a o0ecneueHue 3amutol [1/1H.



4 TpeboBanus k nogacucremam C3I11n

C3I1H BriIrOYaAET B ceOsl CIENYIOIIHNE MOICHCTEMBI:

- yIIpaBJEHUSI IOCTYIIOM, PETUCTPAIlUM U yUETa;

- oOecrnieyeHus 1IeJIOCTHOCTU U JIOCTYITHOCTH;

- aHTUBUPYCHOM 3aIIUThL;

- MEXKCETEBOT0 IKPAaHUPOBAHUS;

- aHaJIM3a 3alIUIICHHOCTH;

- 0OHapy’KEeHUS BTOPXKEHU;

- KpunTorpapuuecKkom 3amuThl.

[Mogcucrempbr C3II[IH uMerOT pa3nuyuHbli (YHKIMOHAT B 3aBUCHMOCTU OT
kiacca UCII/IH, onpenenenHoro B AkTe KiaccuduKauu HWHGHOPMAITUOHHON CHUCTE-
MBI TIEPCOHANBHBIX JaHHBIX. Criucok coorBeTcTBUsA PyHKImi moacucrtem C3I1/H

KJIaCCy 3alIMIICHHOCTH IIPCACTABJICH B HpI/IJ'IO)KeHI/II/I.

4.1 lloacucreMbl yIpaBJeHUs J0CTYIIOM, PErHCTPALMU M y4eTa

[Toncucrema ynpaBiieHHS TOCTYIIOM, PETUCTPALIMU U yUeTa IIpeJHa3Hay e-

Ha
JUTS pean3aliu CIeYIOMUX ¢ yHKIIUNI:

- UJICHTU(PUKAIIMY U TPOBEPKA MOIJIMHHOCTH CYOBEKTOB AOCTYIA IPU BXOJE B
NCIIn;

- UACHTU(PUKAMKU TEPMUHAJIOB, Y3J0B CETHU, KAHAJIOB CBSA3U, BHEIIHUX
YCTPOMCTB MO JIOTUYECKUM UMEHAM;

- uJeHTU(PUKAIMU TPOrpamMM, TOMOB, KaTajaoro, paiiioB, 3amnuceit, moyeun 3a-
nrcel o UMEHaM;

- perucTpanuy BXoaa (BbIxo/1a) CyObEKTOB AJOCTYIIa B CUCTEMY (13 CUCTEMBI),
100 perucTpanms 3arpy3ku 1 MHUIMAIN3al[uy OTepalliOHHON CHCTEMBI U €€ OcTa-
HOBA.

- PETUCTpALMU MOIBITOK JOCTYyNa MPOrpaMMHBIX CPEICTB (IIporpaMmm, mpouec-
COB, 3aJ1a4, 3aJ]aHU ) K 3alUIIIaeMbIM (haiiam;

- PETHCTPALMH IMONBITOK JOCTYNA IPOrPpaMMHBIX CPEICTB K TEpMUHAJIAM, Ka-

HajlaM CBsI3H, IIpOrpaMMaM, TOMaMm, KaTajgoram, airam, 3aicsM, IOIsIM 3aIiCei.
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IToncucrema ynpaBiaeHHs! JOCTYIIOM MOKET OBITh PEaIM30BaHa C MOMOIIBIO
IITaTHBIX cpencTB 00padoTku [1/1H (onepanronHbix cucteM, npuioxkenuit 1 CYBJ).
Tak e MOKeT ObITh BHEIPEHO CHEIUAIbHOE TEXHUYECKOE CPECTBO MM UX KOM-
IJIEKC OCYIIECTBIISIONINE TONOJIHUTENbHBIE MEPhI IO ayTEHTU(PUKALUU U KOHTPOJTIO.
Hanpumep, npuMeHeHne eIMHBIX XPaHUJIHUII YYeTHBIX 3alliceil Moib30BaTenen u pe-
TUCTPAIMOHHON MH(OPMAIIUH, UCTIOJIb30BAaHUE OMOMETPUYECKUX U TEXHUYECKUX (C

MTOMOIIIBIO AJIEKTPOHHBIX MPOMYCKOB) MEp ayTeHTUPUKAIIUN U APYTHUX.

4.2 Iloacucrema odecnedeHusl eJTOCTHOCTH M JOCTYITHOCTH

[Toncucrema obecriedeHus 1EIOCTHOCTH U IOCTYITHOCTH MpeAHa3HaueHa IS
o0ecredeHns 1eJIOCTHOCTH M AocTymHocTH [IJ[H, mporpaMMHBIX M ammapaTHBIX
cpeacts UCII[An YupexneHus, a Tak *e€ CPEACTB 3alllMThl, MPU CIy4allHON WIIU
HaMEepeHHON MoIU(UKALIUH.

[Toacucrema peann3yeTcs ¢ HOMOIIBIO OPraHU3alluu PE3EPBHOIO KOIMMUPOBAHU 51

o0pabaThIBaeMbIX TaHHBIX, a TaK K€ pPe3epBUPOBAHUEM KIIIOUEBBIX 3eMeHTOB MC-

4.3 IloacucremMa aHTUBUPYCHOM 3a1LIUTHI

[Toncucrema aHTUBUPYCHOM 3aLIUTHI IpeAHAa3HauYeHa JJIs1 00eCIeYeHUs aHTH -
BUpPYCHOH 3anuThl cepBepoB 1 APM nons3oBarenein UCII/In Yupexnenus.

CpencrBa aHTUBHPYCHOM 3aIlMTHI IPEAHA3HAUYEHBI U1 PEATU3ALNU CIIECIYIO -
mMX QYHKIUN:

-pe3UIEHTHBIN aHTUBUPYCHBII MOHUTOPHHT

-aHTUBUPYCHOE CKaHUPOBAHUE;

-CKpUIIT-0JIOKUPOBAHUE;

-1IEHTPAIU30BaHHYIO/ yIAJICHHYIO YCTAHOBKY/I€MHCTAIUIALIUIO AaHTUBUPYCHOTO
OPOAYKTA, HACTPOMKY, aIMUHHUCTPUPOBAHHUE, IPOCMOTP OTYETOB U CTATHUCTUYECKOU
uH(pOpMaITUH 10 paboTe MPOTYKTA;

-aBTOMaTU3MPOBAaHHOE OOHOBJICHHE aHTUBUPYCHBIX 0a3;

-OrpaHMYEHM € MIPAB MOJIb30BATENS HA OCTAHOBKY MCIOJIHSAEMBIX 3a/1a4 U U3-

MEHEHHS HaCTPOEK aHTUBUPYCHOTO ITPOTPAMMHOT0 00€CIICUCHHS;
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- AaBTOMAaTHUYECKH 3aMyCK Cpasy MOCIe 3arpy3Ku OMepanmOHHON CHCTEMBI.
[Toxcucrema peanu3yeTcs MyTeM BHEAPEHUS CISIHAITBHOTO aHTUBUPYCHOTO

nporpaMMHOro ooecrneyenus Ha Bee aiemMeHTsl UCI/IH.

4.4 IlogcucremMa MeKCETEBOI0 IKPAHUPOBAHUS

[Togcucrema MexCeTeBOro 3KpaHUPOBAHU A MpeAHA3ZHAYEHA JJIsl peaau3aluu
cleAyroumx QyHKIUN:

- GUIBTpalMU OTKPBHITOTO U 3auPpoBaHHOTO (3aKkpbITOro) |P-Tpaduka mo
CIIEIYIOLIUM TapamMeTpam;

- (pukcanuu BO BHYTPEHHUX KypHajIax HHGOPMAIIUU O TPOXOASIIEM OTKPHI-
TOM U 3aKpbIToM |P-Tpaduke;

- IICHTU(PHUKAIIUY U ayTCHTU(OUKAINIO aIMIHACTPATOPA MEXKCETEBOTO DKpaHa
IIPU €r0 JIOKAJIbHBIX 3aMpocax Ha JOCTYII;

- perucTpanuu Bxoja (BbIXoa) afiMUHUCTPATOPa MEXKCETEBOI0 SKpaHa B CH -
cTemMy (M3 CUCTEMbI) JTM0O0 3arpy3Ku U MHUILIHAIM3AIMK CUCTEMBI U €€ TPOrPaMMH Or'0
OCTaHOBA;

- KOHTPOJISI LIEJIOCTHOCTU CBOEH MPOrpaMMHON ¥ MH()OPMAIIMOHHOW YacTu;

- puAbTpaLIMY AKETOB CIYKEOHBIX ITPOTOKOJIOB, CIYKAILUX JJIsl AMAarHOCTHUKU
U YIpaBJIeHHs pabOTOM CETEBBIX YCTPOMCTB;

- puIbTpaluy ¢ y4eTOM BXOJHOI'O U BBIXOAHOI'O CETEBOro MHTepdeiica Kak
CpPEeACTBO MPOBEPKH MOJUTMHHOCTH CETEBBIX a/IPECOB;

- PETUCTpALIMK U y4eTa 3alpaliiBacMbIX CEPBHCOB MPUKIATHOTO YPOBHS;

- OJIOKMPOBAHU S OCTYIa HEUACHTU(DUITMPOBAHHOT O 00BEKTA NN CYOBEKTA,
MOJTMHHOCTH KOTOPOTO MPHU ayTeHTU(PUKALUY HE TOATBEPANIACH, METOAaMH, YCTOM -
YUBBIMU K IIEPEXBATY;

- KOHTPOJIS 32 CETEBOM aKTUBHOCTBIO MPUJIOKEHUN U OOHAPYKEHUS CETEBBIX
arax.

[loncucrema peanuzyercs BHEAPEHUEM MTPOrPAMMHO-aIapaTHBIX KOMIIJIEKCOB

MEXCETEBOro dKpanupoBanus Ha rpanuiie JICB, kiaccom He HUXE 4.
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4.5 IMoacucrema aHan3a 3alU IIEHHOCTH

[lopcucrema ananm3a 3alllMIIEHHOCTH, JOJDKHA 00€CIEeYNBATh BBISIBICHUS YA3-
BUMOCTEM, CBsI3aHHBIX ¢ omrOkamu B koHduryparuu [10 UCIIIH, koTopsie MOTyT
OBITH UCMOJIb30BaHbl HAPYILIMTEIEM JIJISl pean3aluy aTakd Ha CUCTEMY.

OyYHKIIMOHAJ MOJCUCTEMbI MOXKET OBbITh peaii30BaH MPOrPaMMHBIMU U TIPO-

I'paMMHO-AIIIapaTHBIMU CPCACTBAMU.

4.6 Iloncucrema oOHAPY:KeHHMSI BTOPKEHH

[loncucrema oOHapyKeHUs BTOPKEHHUM, JODKHA OOECIeurBaTh BBISIBIICHHUE CeE-
TeBBIX atak Ha 3ieMeHThl MCIIJIH moakiarodeHHBIE K CeTSAM OOIIEro I0JIb30BaHHS U
() MeXTyHapoaHOTo 0OMEHa.

@O YHKIIMOHAT TTOJACUCTEMBI MOXKET OBITh peaaru30BaH MPOrPaMMHBIMU M TIPO-

rPaMMHO-aIapaTHbIMU CPEICTBAMU.

4.7 Illoncucrema KpunTorpaguIecKon 3aMThHI

[Moacucrema kpunrtorpaduueckon 3aiuThl MpeIHaA3HauYCHA IS UCKIIOUCHUS
HCJI x 3amumiaemoit nagopmanuu B UCIIx Yupexaenus, mpu ee nepeaayu mo ka-
HajaM CBSI3M ceTel 00Iero Moiab30BaHus U (MJIM) MEXIYHAPOIHOTO OOMEHa.
[Togcucrema peamusyeTrcss BHEAPEHUS KPUNTOrpahUUYECKUX MPOrPAMMHO-

allrapaTHbIX KOMIIJICKCOB.
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5 IMoas3oBateau UCIIIn

B Konuenuuu nH@opMaimoHHON 0€30MacHOCTH OMpeIesieHbl OCHOBHBIE KaTe-

ropuu mojib3oBaresiei. Ha ocHOBaHMM STHUX KaTeropuu JOJKHA OBITh IPOM3BEICHA
tunuzanus nons3oBareneil UCII/IH, onpeneneH ux ypoBEeHb JOCTyIa U BO3MOKHO -
CTH.

B UCII[In YupexeHuss MOXHO BBIJICJIUTh CIEAYIOIIME TPYIIbI MOJb30BaTe-
JeH, yuacTBYIOIMX B 00paboTke u xpaneHuu [1/1H:

- Anmunuctparopa UCII/IH;

- AnMuHHCTpaTopa 0e30MacHOCTH;

-Oneparopa APM;

- AIMUHUCTpATOpa CeTH;

- Texau4yeckoro crenuanicra no 00CIyKUBaHHIO TTeprGEePUITHOTO 000PYIO0-
BaHUS,

- [Tporpammucr-pazpadorunx UCII/IH.

JlaHHbIE O T'PYMIaX MOJb30BATEISIX, YPOBHE UX JAOCTYIA U UHPOPMHUPOBAHHO -

CTH JOJKEH ObITh OoTpakeH B [lonokeHune 0 pa3rpaHM4eHuu MpaB 10CcTyna K o0pada-

TBIBACMbIM IICPCOHAJIbHBIM JAHHBIM.

5.1 Aamunucrtparop UCII/In

Anmunuctparop HCII/IH, coTpyaHuk YupekaeHus, OTBETCTBEHHBIM 3a
HacTpoiiky, BHeApeHue u conpoBoxaeHue MCII[An. ObecnieunBaer GyHKIMOHUPO-
BaHHE mojcucremsl yrpasieHus nocrynoM MCII/IH u yrmoaHOMOUYEH OCYLIECTBIATH
IpEeIOCTaBJICHUE W pa3rpaHUYEHUEe JOCTyna KOHEYHOro monb3oBarens (Omeparopa
APM) K a51eMeHTaM XpaHSILIUM IIEPCOHATbHBIE TaHHBIE.

Anmunucrparop UCIIIH obnamaer cneayrOmuM YPOBHEM JOCTYIA U 3HAHUM:

- o0yagaet monHoi nHdopMaIei 0 CHCTEMHOM M MPUKIIQTHOM TPOrPaMMHOM
obecrieuenunu UCI1/IH;

- o0aaeT mojaHoM nHMOpPMAaIMe 0 TEXHUYECKUX CPeJICTBAX U KOH(PUTyparuu
NCTTIH;

- IMEET JIOCTYM KO BCEM TEXHUYECKUM CpelicTBaM 00paboTku nHpopmarum u

nanaeM UCI/H;
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- 00JlajaeT npaBaMu KOH(PUTypUPOBaHUS U aIMUHUCTPATUBHON HACTPOUKHU

texHnueckux cpencrts UCII/IH.

5.2 AaMuHHCTpaTOP 0€30IACHOCTH

AJMUHHCTpATOp O€30MaCHOCTH, COTPYIHUK YUPEKIEHUS, OTBETCTBCHHBIN 3a
dbyuknuonupoBanne C3I1/IH, BkIrOuas oOCHy)XMBaHWE M HACTPOUKY aIMUHHUCTpa-
THUBHOM, CEPBEPHON M KIIMEHTCKOW KOMITOHEHT.

AnMuHuCTpaTop 6€30MacHOCTH 00JIalaeT CIEAYIOIUM YPOBHEM JOCTYyIA U
3HAHUW:

- o0nanmaet npaBamu AnmuHuctparopa UCT/Ix;

- obnagaet nmonHou uHpopmarnmeit 06 UCIIH;

- IMEET JIOCTYM K CPEACTBaM 3aIUThl HHGOPMAIIUH W MPOTOKOJIMPOBAHUS U K
yacTu Kio4eBbix emenToB UCIIIH;

- HE UMEET IpaB JOCTYIa K KOH(GUTYPUPOBAHUIO TEXHUYECKUX CPEJICTB CETH 32
HCKIIFOUEHUEM KOHTPOJIbHBIX (MHCIEKIIMOHHBIX).

AJIMUHHCTpATOpP 0€30MaCHOCTH YIOJIHOMOYEH:

- peayin30BbIBATh MOJUTHUKU Oe30macHoCT B yacTu HacTpoiiku CK3U, mexce -
TEBBIX SKPAHOB U CHCTEM OOHapPY>KEHHUS aTak, B COOTBETCTBUU C KOTOPBHIMU MOJIb30 -
Barenb (Oneparop APM) nonydaet BO3MOKHOCTH paboTath ¢ anemernTamu UCIT/H;

- OCYUIECTBJISITh ayAUT CPEACTB 3aIIUTHI;

- YCTaHaBJIMBATh JOBEPUTEIbHBIE OTHOILIECHUSI CBOEH 3alUILIEHHON CETH C Ce-

TAMH APYIUX Y YPEKICHUN.

5.3 Oneparop APM

Oneparop APM, coTpyaHuk YupexAeHHs, OCYIIECTBISIONMN 00paboTKy
[11a. O6pabotka I1JIH BkiItOYaeT: BO3MOKHOCTBH mpocmoTpa [1/In, pyuHoii BBOA
[11a B cucremy UCIIH, popMupoBaHue CrpaBOK U OTYETOB IO MHGOpMAIIUH, T10-
nydennor u3 UCIIJ]. Oneparop HEe UMEET MOJIHOMOYUMN AJid YIpaBJICHUS MMOJCUCTE -
Mamu 00padotku ganabix U C3I1/IH.

Oneparop UCIIx oOnagaeT cieayromuM YPOBHEM JI0CTYNA U 3HAHUIA:
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- 00J1aaeT BCeMU HEOOXOMMBbIMU aTpuOyTamMu (Harpumep, napoJiem), ooec-
NIEYMBAIOIIMMU JIOCTYI K HEKOTOpoMy moamMHoxecTBy [1/1H;

- pacmosaaracTt KOH(l)I/II[CHHI/IaIIBHBIMI/I JAaHHBIMH, K KOTOPBIM UMECT JOCTYII.

5.4 ATMMHUCTPATOP CeTH

AJIMHHUCTPATOP CETH, COTPYIHUK Y UPEKJICHHS, OTBETCTBCHHBIN 3a () YHKIIHO-
HUPOBaHMUE TelleKOMMYHHKalnoHHON moacuctembl UCII/IH. AamuHucTparop cetu
HE MMEET MOJHOMOYMH ISl YIpaBJeHUs MmojcucreMamMu oO0paboTKH JaHHBIX U 0e3-
OITaCHOCTH.

AJIMUHHCTPATOP CETH 00JIaaeT CACAYIOIUM YPOBHEM JOCTYIA U 3HAHUN:

- 00J1agaeT 4acThio MHPOPMAIIMK O CHCTEMHOM U TIPUKJIIATHOM ITPOrPAaMMHOM
obecrieuennu CI1/1H;

- 00J1agaeT yacThio MHPOPMAIIUK O TEXHUUECKUX CPENICTBAX U KOH(DHUTYyparuu
NCTId#H;

- UMeeT (PU3MYECKUN TOCTYI K TEXHUYECKUM cpefcTBaM o0paboTku uudop-
MaIuu U CPEACTBaM 3alTUThI;

- 3HACT, I10 MEHBIIICH MCPEC, OAHO JICTAJIbHOC UMsI JOCTYyIIA.

5.5 Texnnveckui cienquaIMCT MO 00CTYKUBAHUIO NTepUdepuiitHoOro
000py10BaHMA

TexHuueckuil crnequanucrt Mo OOCHYKMBAHUIO, COTPYAHUK YUpexaeHUS,
OCYUIECTBIIIET OOCHY)KMBaHWE M HACTPOUKy nepudepuitnoro odopynoBanus NC-
[1In. Texuuueckuit cnenuaauct mo oOCIyXKMBaHUIO HE uMeeT nocrymna k [1/1H, He
UMEeT MOJTHOMOYMM sl YIpaBieHUs MOJICKCTeMaMu 00padOTKM JTaHHBIX U Oe3orac-
HOCTH.

TexHuueckuit crienUanTuCcT Mo OOCTYKMBAaHUIO 00JIaJIaeT CIEAYIOLUIMM YPOBHEM
JIOCTYIA U 3HAHUU:

- o0aaeT yacTbio HHGOPMALUU O CHCTEMHOM M MPHUKJIAHOM IPOrPaMMHOM
obecrieuennu CI1/IH;

- 00a1aeT yacThio MHPOPMALUK O TEXHUYECKUX CPEJICTBaX U KOH(PUTYpaluu

NCTTIH;
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- 3HACT, I10 MEHBIIICH MCPEC, OAHO JICTAJIbHOC UMs JOCTYyIIA.

5.6 IIporpammuct-paspadorunxk UCIIIn

[TporpaMmmucTbI-pazpaboTYuKN (TTOCTABIIUKKN) MPUKIAIHOTO MPOrPAMMHOI0
oOecrieueHus1, 00ECIIEUNBAIOIINE €0 COMPOBOXKIACHUE Ha 3amuinaeMoM oobekTe. K
JAHHOM TPYIIIe MOTYT OTHOCUTHCS KaK COTPYIHUKH YUPEKIEHUS, TaK U COTPYIHU -
KU CTOPOHHUX OpTraHU3aIUN.

JInuo 3ToMN Kareropuu:

- oOmamaetr nHopMarmel 06 alropuT™Max u mporpammax 00padoTku uH}op-
Manuu Ha UCIIT/IH;

- 0071a71aeT BO3MOXKHOCTSIMU BHECEHU S OMMOOK, HEJIEKIAPUPOBAHHBIX BO3 -
MOXKHOCTEMH, MPOrpaMMHBIX 3aKJ1aJI0K, BPEJOHOCHBIX IPOrpaMM B MPOTrPpaMMHOE
obecneuenue MCII/In Ha ctanum ee pa3padoTKU, BHEIPEHHS U COTIPOBOKICHUS;

- MOKET pacroJiarath JioObMU (pparMeHTaMu HHQPOPMAIIUU O TOMOJOTUH

NCIIIx u TexHuyeckux cpeacrBax o0padoTku u 3ammThl [1/IH, 00pabaTbiBaeMbIX B

UCTITH.
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6 TpeboBaHMs K TIepCcOHATY 10 oOecmedeHnto 3amuThl [11x

Bce corpynnuku VYupexaeHusd, spuastomuecs mnouab3zoBarensimu WCIIH,
JOJIKHBI YETKO 3HAaTh U CTPOTO BBINOJHATH YCTAHOBIIEHHbIE NPaBUJIa U 00A3aHHOCTHU
M0 JOCTYIYy K 3allMIIaeMbIM 00bEKTaM M COOIOIEHUIO MPUHATOTO pexuma Oe3omnac-
Hoctu I1/1H.

[Ipu BCTymIeHUU B JOJKHOCTh HOBOTO COTPYJIHUKA HEMOCPEACTBEHHBIN HayalbHUK
nojJpaszeeHus, B KOTOPOe OH MOCTYNAET, 00A3aH OpraHU30BaTh €r0 03HAKOMIIEHUE C
JNOJKHOCTHOM MHCTPYKLIMEH U HEOOXOJUMBIMHU JOKYMEHTAMHU, pe-
rIaMEeHTUPYIOIUMU TpeboBanus no 3amure [1JIH, a Takke oOyueHHe HaBBIKAM BbI-
HOJIHEHUs NpOoLeayp, HEOOXOJUMBIX A1 CAHKIIMOHUPOBAHHOTO HUCIOJb30BaHUSA
NCIIH.

CoTpyaHUK OJKEH ObITh 03HAKOMJIEH CO CBeAeHMUsIMU Hactosiuiel [lonutukw,
NpUHATHIX Tpoueayp padotsl ¢ anementamu UCITIn u C3I1/1H.

CoTpyaHUKM YupeKIeHHUs, UCIIOJb3YIOUINEe TEXHUUYECKHE CPEJCTBA AyTEHTH -
¢uKanuu, NOJDKHBI 00ecrnednBaTh COXPAHHOCTh HUIACHTU(OUKATOPOB (SIEKTPOHHBIX
kinroueil) u He jonyckath HCJl k HMM, a Tak K€ BO3MOXXHOCTb UX yTE€PH WU UCIIOJIb -
30BaHUs TpeTbUMU JuLAaMU. [lonb30BaTenn HECYT NMEPCOHANBHYIO OTBETCTBEHHOCTH
3a COXpPaHHOCTb UJAEHTU(PUKATOPOB.

CoTpyaHukn YdupexIeHUsS NOJKHBI CJIEA0BATh YCTAHOBIECHHBIM IPOLEAYypaM

nojaepxkanus pexuma 6ezonacuoctu [1J[H npu BeIGOpe U MCIIOJIb30BAHUU NAPOJIEH

(ecu He UCTMOJIB3YIOTCS TEXHUUECKUE CPEACTBA ayTEHTUPUKAIIUH).

CoTpyaHukH YUpexaeHUs AOJKHBbI 0O0ecrednBaTh HaJUIEXKAIYIO 3alUTy 000-
pyAOBaHUs, OCTABJISIEMOro 0€3 IPUCMOTpPa, 0COOEHHO B T€X Cilydasx, KOrJa B IOMeE -
IIEHUE UMEIOT JOCTYN MOCTOPOHHUE Julla. Bece monb3oBaTeny JOJIXKHBI 3HaTh TPeoo -
BaHUs no 6e3onacHoctH [1J[H U mpoueaypsl 3alUTBl 000PYAOBAHUS, OCTABIEHHOIO
0e3 MpucMoTpa, a TAK)KEe CBOU 00S3aHHOCTH 1O 00ECIEUEHUIO0 TaKON 3alUTHI.

CoTpylHMKaM 3ampelaercs yCTaHaBIMBaTh IIOCTOPOHHEE MPOTPAMMHOE
obecrnevyeHue, MOAKIIOYATh JUYHbIE MOOUIbHBIE YCTPONUCTBA M HOCUTENU HMH(popMa-

UK, a TaK JXC 3allMChIBATh HAa HUX 3allUIIACMYIO I/IH(i)OpMaHI/IIO.
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CoTpynHuKkam 3ampelaercsl pasriaiiarh 3aluiacMyo HH(opMaluo, KoTo-
pasi cTajia UM M3BeCTHa Mpu padbore ¢ MHGOPMAIIMOHHBIMHU CHCTEMaMHU Y UPEKICHHUS,
TPETHUM JIUL[AM.

[Tpu padore ¢ I1/In B UCII/In cotpyaHuku YupexeHus o0s3aHbl 00ecreunTh
OTCYTCTBHE BO3MOXKHOCTH mpocMmotrpa [I/IH TpeTbuMu nuniamMu ¢ MOHUTOpOoB APM
UJTM TEPMUHAJIOB.

[Ipu 3aBepuienun pabotsl ¢ UCII[AH corpynHuku o0s3aHbl 3amUTUTE APM
WM TEPMHUHAIBI C TTOMOIIbI0 OJIOKUPOBKH KIIIOUOM HIIM HKBUBAIEHTHOTO CpPECTBa
KOHTPOJIS, HAlIpUMep, JOCTYIIOM TI0 TIApOJII0, €CIIM HE UCIIONB3YIOTCs 00Jiee CUIIbHBIC
CpEIICTBA 3aILUTHI.

CotpyaHuku YUpexIeHUsS TOHKHBI OBITh TPOMH(OPMUPOBAHBI 00 yrposzax
HapymieHus pexuma 6e3zomacHocTH [IJIH U OTBETCTBEHHOCTH 3a €r0 HapyIleHHE.
OHU JOWKHBI OBITH O3HAKOMJICHBI C YTBEPXKICHHOH (opMaabHON MpoIeaypon
HAJIOKEHUSl JUCHUIIMHAPHBIX B3BICKAHWI Ha COTPYAHUKOB, KOTOPBIE HApYIIWIH
MIPUHSTHIC TOJIUTUKY U MpoLeyphl Oe3onacHocTH [1/1H.

Cotpynauku 00si3aHbI 0€3 MPOMEMJIEHHST co00IIaTh 000 BCEX HAOII01aeMBbIX
WJTU OJ03pUTENBHBIX ciaydasx padorsl UCIIJIH, Morymux mnosieys 3a cOOOU yrpo3bl
6e3zonacHoctu I1J[H, a Takke O BBISIBJICHHBIX UMM COOBITHSIX, 3aTparuBarolux 0e3-
onacHOCTh II/IH, pyKOBOACTBY OApA3ICIICHUS U MY, OTBEYAIOIIEMY 3a HEMEJIC H-

HOE pearupoBaHue Ha yrpo3bl 0e3omacHocTH [1/1H.

26



7 JomKHOCTHBIE 00s13aHHOCTH ToJib30BaTeneit MCIIIx
JlomkHocTHBIE 00s13aHHOCTH nonb3oBatenei MCII/Ix onvcansl B crieqyromumx
JOKYMEHTax:

" Muactpykuuns_ aanmuaucrparopa UCII/IH;

- Uncrpyknusa_agmunucrparopa 6e3onacioctu UCTI/IH;

- Mucrpykuus nonb3oBarens UCIIH;

- HHCTpYKHI/I}I IMOJIB30BAaTCIEA ITPH BOBHUKHOBCHHWH BHCIIITATHBIX CHTyaHHﬁ.
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8 OtBercTBeHHOCTh cOTpyaHUKOB UCII/IH Yupexnenus

B coorBercrBum co cr. 24 @enepanpHoro 3akoHa Poccuiickoit denepanuu otT
27 nrons 2006 r. Ne 152-®3 «O nepcoHANBHBIX JAaHHBIX» JIMIIA, BAHOBHBIE B Hapy-
HmeHuu TpeboBaHui gaHHOro denepaqbHOro 3aKOHa, HECYT TPAXKITAHCKYIO, YTOJIOB-
HYI0, aIMUHUCTPATUBHYIO, JUCHUILIMHAPHYIO U UHYIO MPETYCMOTPEHHYIO 3aKOHOA-
TenbCTBOM Poccutickon denepannu OTBETCTBEHHOCTb.

JleiicTByro1iee 3akoHO1aTeIbCTBO PD MO3BOMISET MPEAbIBIISATH TPEOOBAHM S 1O
obecrnieueHuto 0e30nmacHoOi padoThHI ¢ 3aluIiaeMoi nHPopMaIMen U mpeaycMaTpu -
BAET OTBETCTBEHHOCTh 3a HAPYILIEHHUE YCTAHOBIIEHHBIX MTPaBUJI SKCIuTyataunu OBM u
CH.CTEM, HETIPAaBOMEPHBIN TOCTYI K MHGOPMAIIUU, €CIH 3T JIEHCTBUS MPUBEIHN K
YHUYTOXEHUIO, OJTOKMPOBAHUIO, MOIU(DUKAIIMK HHPOPMALIUU WM HAPYIICHUIO pa-
601e1 OBM wmmu cereii (crarbu 272,273 u 274 YK PO).

Anmunauctparop UCII/IH 1 agmuHUCTpaTOp 6€30MaCHOCTH HECYT OTBETCTBEH -
HOCTB 32 BCE JCHCTBUSA, COBEPIICHHBIE OT MMEHH UX YYETHBIX 3alUCEH WU CHCTEM-
HBIX YYETHBIX 3allUCEH, €CIIM HE JOKa3aH (pakT HECAaHKIIMOHHUPOBAHHOI'O MCIOJb30Ba-
HHUS YYETHBIX 3allACEH.

[Ipn HapyumieHusx cOTpyAHUKaMH YupexaeHus - monb3oBarener MCIIIn
MpaBuJ, CBSI3aHHBIX ¢ Oe3onmacHOoCcThiO [I/[H, OHM HECYT OTBETCTBEHHOCTh, YCTAHOB -
JIEHHYIO IV CTBYIOIMM 3aKOHOAAaTenbCcTBOM Poccurickon denepanun.

[IpuBeneHHble Bblllle TPEOOBAHUS HOPMATUBHBIX JOKYMEHTOB IO 3aLIUTE WH-
dopMauu TOKHBI OBITH OTpakeHbl B [lon0XKeHUsSIX O Mmoapas3ieneHusx Y upexe -
Hus, ocymecTBisomux oopadorky [1/In B UCII/IH ¥ 1OHKHOCTHBIX MHCTPYKIUAX
COTPYIHHUKOB Y UpEKICHUS.

Heobxonumo BHectu B [lonoxeHus o moiapaziefieHusX YUpexaeHHUs, OCy-
mectBisommx oopadorky [1In B UCII[IH cBenenust 06 OTBETCTBEHHOCTH MX PYKO-
BOJMTENIEH M COTPYAHMKOB 3a pasrilallieHHe W HECAHKIMOHUPOBAHHYIO MOJU(DUKA-
uio (uckaxenue, panpcudukanuio) 111, a Takke 3a HEMPaBOMEPHOE BMEIIATEIh-

CTBO B IPOIIECCHI MX aBTOMATHU3UPOBAHHONW 00pabOTKH.

28



9 CucoK UCIOJIb30BAHHBIX UCTOYHUKOB

OCHOBHBIMH HOPMATUBHO-TIPABOBBIMU U METOAMUYECKHUMHU TOKYMEHTaMH, HA
KOTOpBIX Oa3upyetcst HacTosiee [lonoxenne siBIsIOTCS:

1 ®enepanbubiii 3akon ot 27.07.2006 r. Ne 152-®3 «O nepcoHalbHBIX JaH-
HbIX» (nanee - @3 «O nepcoHaIbHBIX JAaHHBIX»), YCTAHABIMBAIOLIUI OCHOBHBIE
NPUHIUIBL U yciaoBus o0paboTku [1/]H, mpaBa, 0043aHHOCTH U OTBETCTBEHHOCTH
Y4aCTHUKOB OTHOIIICHUH, CBS3aHHBIX ¢ oOpaboTkoii [1/1H.

2 «Ilonoxxenue 06 obecreyeHnn 0€30MACHOCTH NMEPCOHANBHBIX JaHHBIX MTPU
ux 00paboTke B MHPOPMAITMOHHBIX CHCTeMaXx IMEPCOHAIBHBIX JTaHHBIX)», YTBEPXKICH -

Hoe [locranoBiennem Ilpasurtenscra PO ot 17.11.2007 r. Ne781.

3 «Ilopsamok mpoBeaeHus Kiaccupukanuu HHHOPMAIIMOHHBIX CHCTEM TIEPCO-
HaIBHBIX TAHHBIX», YTBEePKIEeHHBIA coBMeCcTHBIM [Ipukazom @CTIK Poccum Ne 55,
®CB Poccuu Ne 86 1 Munundopmcsizu PO Ne 20 ot 13.02.2008 T.

4 «ITonoxenne 00 0COOEHHOCTSAX 00pabOTKH MEePCOHANBHBIX JAaHHBIX, OCY -
LIECTBJIsIEMON 0€3 UCIOIb30BaHUs CPEICTB aBTOMATU3alMN», yTBepkaeHHoe [locra-
HoBisieHUeM [IpaButenscrBa PO ot 15.09.2008 r. Ne 687.

5 «TpebGoBanus K MaTepruaIbHbIM HOCUTENSIM OMOMETPUUECKUX MEPCOHATbHBIX
JAHHBIX U TEXHOJIOTUSIM XPaHEHH S TaKUX JaHHBIX BHE UH(OPMAIlMOHHBIX CUCTEM

IIEPCOHAIIBHBIX TAaHHBIX», YTBepxKIAeHHbIE [locTanoBieHuem [IpaBurenscrea PO ot
06.07.2008 1. Ne512.

6 HopMmaruBHO-MeTOMYECKHE TOKYMEHTHI DenepalibHOi C1yKObI 10 TEXHU -
YECKOMY U 3KCIepTHOMY KoHTpouo Poccuiickoit @enepannn (nanee - DCTIK Poc-
cum) 1o obecneyenuto 6e3onacHocru [1J1n npu ux odpadorke B UCII/IH:

7 Pexomenanuu no o0ecrneyeHnIo 6€30MacHOCTH MEePCOHATBbHBIX TAHHBIX MTPH
ux 00paboTke B MH(DOPMAITMOHHBIX CUCTEMaX MePCOHANBHBIX TAHHBIX, YTB. 3aM. 11 -
pexkropa ®CTIK Poccuu 15.02.08 r. (CII)

8 OcHOBHBIE MEPOIPHUSITHS IO OPraHU3aANHN U TEXHUIECKOMY 00€CIeUeHHIO
0€30MacHOCTH MEPCOHAIBHBIX TAHHBIX, 00padaThIBaeMbIX B HH()OPMAIIMOHHBIX CH-

CTeMax NepCOHAJIbHBIX TaHHBbIX, YTB. 3aM. qupektopa PCTIOK Poccun 15.02.08 r.

(ACTI)



9 BazoBas mojiesb yrpo3 6€30MacHOCTH MEPCOHANLHBIX IAHHBIX MPU UX o0pa-
00TKe B MH(DOPMAITMOHHBIX CHCTEMaX MePCOHATBHBIX TAHHBIX, YTB. 3aM. TUPEKTOpa

OCTOK Poccun 15.02.08 r. (JICII)

10 Meroauka onpenesieHrs aKTyallbHbIX yrpo3 0€30MacHOCTH MEePCOH ATbHbIX
JAHHBIX MPU UX 00paboTKe B UH(POPMAIIMOHHBIX CHCTEMaX MEPCOHATbHBIX JaHHBIX,

yTB. 3am. qupekropa ®CTIOK Poccun 15.02.08 r. (JICII)
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Ipunoxenue 1

No [Inan - mepedeHp TEXHUIECKUX MEPOTpUsITHi 1o o0ecnieuennn 6e3omacuocta MCTIJ] K3 K2 K1
I B nogcucreme ynpasiieHus T0CTyIOM:
1 Peanu3oBaTh HACHTUDHUKAIMIO U IPOBEPKY MOATUHHOCTU CyOBEKTOB IOCTyTa NPU + + +
BXoJi¢ B onepaunoHHyto cucteMy MCII/IH no napoJito ycloBHO-NIOCTOSHHOTO JIEH-
CTBUS, JUIMHOM HE MEHEe 1IeCTH OyKBEHHO-IM(POBBIX CUMBOJIOB;
2 PeanuzoBath uaeHTUPHUKAIMIO TEPMUHATIOB, TEXHUUECKUX cpeacTB oOpaboTku [1/1H, - + +
y3108B MCII/IH, KOMIIBIOTEPOB, KaHAJIOB CBsI3H, BHEIIHUX ycTpoicTB MCII/IH mo ux
JIOTHYECKUM UMEHaM (aJpecam, HoMepam);
3 PeanzoBath MIEHTUPHUKAIMIO IPOTPAMM, TOMOB, KaTaloToB, (aiiioB, 3anuce, mo- - + +
JIeH 3amuceil o UMEeHaM,;
4 Peanm3oBarh KOHTPOJIb JOCTYIA CYObEKTOB K 3aIlIMIIIaEMBbIM PECYypcaMm B COOTBET- - + +
CTBHUM C MAaTPUUEHN JOCTYIIA;
npu Hamann noakmodeHns MCITIH k cersiM 00111ero moib30BaHus JOJDKHO TIPUME- He nmxe 5-ro He nuxe 4-ro He mmxe 3-ro
5 HATBCS MEXKCETEBOE DKPAaHUPOBAHUE. YPOBHS 3allli- | YPOBHS 3alllM- YPOBHS 3alllu-
HIEHHOCTH HIEHHOCTH HIEHHOCTH
Jlns obecnieuenns 6e30macHOTO MexkcereBoro Bzaumoercteus B UCTIa nost pas- He mmxe 5-ro | He nmxke 4-ro He nmxke 3-ro
6 HBIX KJIACCOB HEOOXO0MMO UCTOJIb30BaTh MO YPOBHS 3allli- | YPOBHSA 3alllM- | YPOBHS 3alllH-
IEHHOCTH HIEHHOCTH HIEHHOCTH
CpencTBo 3aMThl OT IPOrpaMMHO MaTtemarndeckux Bosaeiictauil (IIMB):
I PeanuzoBatrh uneHTUGUKAIMIO U ay TEHTU(DUKALINIO CyObEKTOB JOCTYTIa IPU BXOJE B + + +

CPEACTBO 3aIUTHI OT MPOTPAMMHO MaTeMaTthueckux BosaencTeuil (IIMB) u nepen
BBITIOJTHEHUEM MMH JIFOOBIX OTIepaliuii 1o ynpaBieHuto (yHKIHUSIMHU CPEICTBA 3aIIUTHI
ot [IMB 1o naposto (w1 ¢ UCHoJb30BaHUEM UHOTO MEXaHU3Ma ay TeHTU(DUKALIUH)
YCIIOBHO-TIOCTOSIHHOTO IEUCTBUS JJIMHOW HE MEHEe 1IeCTH OYKBEHHO-IIU(PPOBBIX CUM-
BOJIOB;




u>

OcymIecTBIISATH KOHTPOJIb JIFOOBIX IEUCTBUN CYOBEKTOB JIOCTYTIA TI0 YIIPABICHHUIO
¢byHKmssMU cpenicta 3amuThl oT [IMB Tosbko mociie npoBeneHust €ro yCnemHon
ayTeHTU(UKAINY;

[IpexycMoTpeTh MeXaHU3MBI OJIOKUPOBAHUS IOCTYTIA K cpeIcTBaM 3amuTel oT [IMB
IIPY BBITIOJIHEHNH Y CTAHABIIMBAEMOT0 YHCJIA HEYTAYHBIX MOIBITOK BBOJIA TAPOJIA;

Heo6xoaumo npoBoauTh naeHTUUKAIUIO GailyioB, KaTaJoroB, IPOTPAMMHBIX MO-
JlyJIeH, BHEITHUX YCTPOUCTB, UCTIOJIB3YEMBIX CPEACTB 3aiuThl 0T [IMB;

B noacucreme PEruCTpalivi 1 yucra:

OcCy1IecTBIATh PErUCTPAIIUIO BX0/Ia (BbIX0/1a) CyOBEKTa JOCTYyTa B CUCTEMY (U3 CH-
CTEMBI), TMO0 PETHCTPALIMIO 3arPy3KU U MHUIMATU3AINN OTIEPAIIMOHHON CHCTEMBI U
€€ MPOrpaMMHOTO OCTaHOBa. PerucTpaiiys BbIX0/1a U3 CUCTEMBI WJIM OCTAHOBA HE
MIPOBOJUTCSI B MOMEHTHI anmnaparypHoro otkimouenust UCII/In. B mapamerpax peru-
CTpallM¥ YKa3bIBAIOTCS JaTa U BpeMs BXoJa (BbIX0/1a) CyObeKTa JOCTYTa B CHCTEMY
(13 cucTembl) WK 3arpy3Ku (OCTaHOBA) CUCTEMBI;

[TpoBOANTE yUeT Bcex 3alUIIaeMbIX HOCHTENEH HHPOPMAIIH C TIOMOIIBIO UX 000
MapKUPOBKH U C 3aHECEHUEM YUETHBIX JAHHBIX B KypHaI (YUETHYIO KApTOUKY);

[TpoBOIUTH pEerucTpanuio BXo/1a/BbIx0/1a CyOBEKTOB JJOCTYIa B CPEACTBO 3AIIUTHI OT
[IMB, perucrpanuro 3arpy3ki 1 MHULAAIU3ALUUU 3TOT0 CPEICTBA U €€ IPOTPaMMHOI0
ocTaHoBa. B mapameTpax perucrparmu yka3pBaeTcsl BpeMsI U JaTa BX0/1a/BBIX01a
cyowekTa goctyna B cpenctso 3amurhl oT [IMB umm 3arpy3ku/ocranoBa 3Toro cpe/i-
CTBa, a TaKke HICHTU(PUKATOP CyOBheKTa TOCTYIIa, MHUITMUPOBABIIICTO JaHHbBIC JeH-
CTBUS,

[IpoBoauTs peructpanuio coobITHi TpoBepKku U o0Hapy-xeHus [IMB. B napamerpax
peruCTpaIuy yKa3bIBAIOTCS BpEMS U JaTa MPOBEepKH Win ooHapyxerus [IMB, unen-
TUUKaTOp CyObEKTa I0CTyNa, MHUIMHPOBABIIIETO JaHHbIE IEUCTBUS, XapaKTep Bbl-
HOJIHSEMBIX JCHCTBUI 110 MPOBEPKE, TUIT 0OHAPYKEHHOI BPEIOHOCHON NPOTPAMMBI
(BII), pesynbTaT neicTBHiA CpeACTBA 3alTUTHI 110 O10KkupoBanuto [IMB;

[IpoBOaUTE perucTpalnio COOBITHI 10 BHEAPEHUIO B CpeACcTBO 3amuThl oT [IMB na-
KeTOB OOHOBJIEHUI. B mapameTpax peructpaiyu yKasplBatoTcsl BpeMs 1 JaTa 0OHOB-
JIeHUs1, HISHTUPHUKATOP CyOBEKTa I0CTyTa, MHUIIUMPOBABIIIETO JTAHHOE JIEHCTBHUE




LO

BEpPCUs ¥ KOHTPOJIbHAS CyMMa TTakeTa 0OHOBJICHUS,

[IpoBoaUTH perucTpalno COOBITHI 3a1TycKa/3aBepIIeHUs pad0THI MOTyJICH cpencTBa
3anmThl oT [IMB. B mapameTpax peructpanum ykasplBalOTCs BpeMs U JiaTa 3aImyc-
Ka/3aBepiieHus padoThl, WISHTH(HUKATOP MOAYJISI, WACHTH(PHUKATOp CyOBhEeKTa AOCTY-TIa,
MHHUILIMUPOBABILIETO TAHHOE JICHCTBHE, PE3yJIbTAT 3aIly CKa/3aBeplIeHus] pabOThl;

JI0JDKHA ITPOBOIUTHCS PETHCTPALUs COOBITUH yrpaBieHus CyObEKTOM JOCTyTa
¢byskumsmu cpencrsa 3anmrsl oT [IMB. B napamerpax perucrpannu ykasbiBaroTCst
BpeMs U 1aTa cOOBITUS yIpaBJIeHUs KaKA0H QyHKIMEH, neHTU(HUKATOp U CIeLH-
¢buxanys GyHKIMH, WIEHTU(PUKATOP CyObeKTa J0CTYTa, MHUIIMUPOBABILETO JAaHHOE
JefCTBHE, PE3yIbTaT ACHCTBYS;

[TpoBOUTH perucTpanuio COObITHI MOMBITOK JOCTYTIa IPOTPAMMHBIX CPEACTB K MO-
LyJsM cpencrsa 3amuTsl oT [IMB nnm crienmanbsHbeIM JloByIIKaM. B mapamerpax pe-
THCTPALUK YKa3bIBAIOTCSA BPEMsI U JaTa OMBITKU JOCTYIa, HACHTU(PHUKATOP MOTY IS,
uACHTU(UKATOP U cienu(UKaLus MOy cpeacTBa 3aumTsl oT [IMB (crienanbHoi
JIOBYIIKH), p€3yJIbTAT MOMBITKU JOCTYIA;

[TpoBOIUTH perucTpalnio COOBITHI OTKaTa JjIs cpecTBa 3ammThl oT [IMB. B napa-
METpax PETUCTPaIH YKA3bIBAIOTCS BPEMs U JaTa COOBITHS OTKaTa, CIICIIM(DUKAITUSL
NEHCTBUIA OTKaTa, WICHTU(PUKATOP CYOBEKTa JOCTYTIa, HHAIIMHPOBABIIETO JTAHHOES
JIEUCTBUE, PE3YJIbTAT ICUCTBUS;

10

O6ecneyuts 3alUTy JaHHBIX PETMCTPALUHU OT UX YHUUTOXKEHUS WIH MOIU(DUKAIIIH
HapyIUTEeIeM;

11

Peanu3oBaTh MeXaHU3MBI COXpAHEHUS JaHHBIX PETHUCTPAIIUH B CIIy4dae COKpaICHHS
OTBE/ICHHBIX TI0J] HUX PECYPCOB;

12

Peamm3oBaTh MeXaHU3MBI IMPpOCMOTpAa U aHAJIM3a JaHHBIX PETUCTPAILlUH U UX (1)I/IJ'IB-
Tpaluu 110 3aJaHHOMY Ha6opy mapamMmeTpoOB,




13

[IpoBoANTH aBTOMATHYECKUIT HENPEPBIBHBIM MOHUTOPUHT COOBITHI, KOTOPBIE MOTYT
SBISTHCS prarHOM peanm3anuu [IMB (co3znanue, pegakrupoBaHue, 3aMUCh, KOMITH-
JSIHSE 00BEKTOB, KOTOPbIE MOTYT cojiepkaTh BIT).

14

PeanmuzoBaTh MeXaHM3M aBTOMATHYECKOTO aHAJIM3a JAHHBIX PErHCTPAIAH TI0 111a0JI0-
HaM THNOBBIX mposBicHu [IMB ¢ aBTOMarndeckum ux OJIOKHpOBAHUEM U YBEIOM-
JICHHEM aJIMHHUCTpAaTOpa O€30TaCHOCTH;

15

[TpoBOIUTH HECKOJILKO BHIOB yueTa (JIyOJIMPYIOIINX ) C pETUCTpaNel BbIIauun (pu-
eMa) HocuTelel HHpOpMaIInu;

16

OcCy1IeCTBIISTh PETUCTPAIINIO BX0/a (BbIX0/1a) CYOBEKTOB JIOCTYIIA B CHCTEMY (U3 CH-
CTEeMBI), TM00 PEerHCTpalvs 3arpy3Ky U MHUIMAIN3ALUH ONIEPAIIMOHHON CUCTEMBI.

17

OcyuiecTBISATh PETUCTPALIMIO BBIAUH MEUaTHBIX (MpadMuecKuX ) JOKYMEHTOB Ha
«TBEpJyIo» Komuio. B mapameTpax perucrpanuu yka3bIBalOTCs (1aTa U BpeMsl BblIa-uu
(oOpatueHus K o icUcTeMe BBIBOJIA), CTIeIM(UKaIMs yCTpOIicTBa BBIIAUH - JIOTHU-
YeCKO€ UMs (HOMED) BHEIIHETO YCTPOMCTBA, KPAaTKOE COJIepKaHue (HAMMEHOBaHHUE,
BHJI, AP, KOI) U YPOBEHb KOHPHUICHIIMATHLHOCTH TOKyMEHTA, UACHTU(UKATOP
cyObeKTa J0CTyIIa, 3aPOCUBIIETO JJOKYMEHT;

18

OcCyIIecTBIISATh PErUCTPAIIMIO 3aITyCKa (3aBEPIIICHHS ) MPOTPaMM M ITPOIIECCOB (3a1a-
HUI, 3aa4), IpeJHa3HauYE€HHbIX sl 00pabOoTKU 3alMiaeMbIx ¢aitios. B mapamer-
pax perucTpaluy yKa3blBalOTCs AaTa U BpeMs 3aIycka, uMs (WIeHTU(UKATOP) Ipo-
rpamMMBI (TIporiecca, 3aJaHus ), UACHTH(GUKATOp CyOBeKTa JOCTyMa, 3aIPOCHBIIIETO
nporpamMmy (Tporiecc, 3aalne), pe3yabTaT 3amycka (YCIenHbIA, HeY CIIeIITHbBIN - He-
CaHKIIMOHUPOBAHHBIN),

19

OcCyIecTBISATh PErUCTPALIUIO TIONBITOK JIOCTYTA MPOTPAMMHBIX CPEICTB (TIpOrpamm,
MPOIIECCOB, 3a]1a4, 3a/IaHNi) K 3aluimaeMbIM (aiinam. B mapamerpax peructpamnym
yKa3bIBaIOTCA J1aTa ¥ BpeMsl MOMBITKU I0CTyTa K 3aluiaeMomy (aiily ¢ ykazaHHeM
ee pesyunbTaTa (ycneliHas, Hey CIelIHas - HECAaHKIIMOHUPOBaHHas ), UICHTUDUKATOP

cyObeKTa AocTymna, crenupuKaiys 3aupmaemMoro haina;




20

OcCymIeCTBIISATh PETUCTPALIMIO MOTIHITOK JIOCTYTIa IPOTPAMMHBIX CPEJICTB K CIIETYI0-
[TUM JIOTIOJTHUTEIFHBIM 3aIUIIAEMbIM 00BEKTaM JIOCTYTIA: TEPMHUHAJIAM, KOMITBIOTE-
pam, y3mam cetu UCII/IH, muansim (kaHamam) CBs3W, BHEIITHAM YCTPOUCTBaM KOM-
MBIOTEPOB, TIPOTpaMMaM, TOMaM, Karajoram, (paitsiam, 3arucsm, MmoJsiM 3anuceid. B
rapaMeTpax perucTpanuy yKasblBatOTCs J1aTa U BpeMsl OMBITKY JOCTYTIA K 3allylia-
€MOMY 00BEKTY € yKa3aHHEM ee pe3yJibTara (yCrelHas, Hey ClelHas - HECaHKIIHO-
HUPOBaHHaA ), UIEHTU(DUKATOP CyOBEKTa I0CTya, Cieln(BUKAIMS 3aIIHUIIAEMOTr0
00BEKTA - JJOTUIECKOE UM (HOMED);

21

HpOBO,Z[I/ITL YUCT BCCX 3allIUIITaCMbIX HOCHUTeIeH I/IH(bOpMaI_II/II/I C IOMOIIBIO UX Map-
KHUPOBKH 1 C 3aHCCCHUCM YUCTHBIX JTAHHBIX B JKYPHAJI (yLICTHYIO KapTO‘{KY);

22

OcymiecTBIATh OYUCTKY (0OOHYJICHHE, 00E3TMIMBAHKE) OCBOOOKIAEMBIX 00JIacTei
OTIEpAaTUBHOM MaMSATH KOMIBIOTEPOB U BHEIIHUX HakomuTeneld. O4ucTKa OCyIIecTB-
JSIETCSl OTHOKPATHOM MPOU3BOJIBHOM 3aMChI0 B 0CBOOOKIAEMY0 00JIaCTh ITAMSITH,
paHee UCTIONIL30BAaHHYIO [T XpaHEHHS 3alllMIIaeMbIX JaHHBIX ((aiinoB, nuHPpOpMa-
LK),

B nmoacucreme obOecrieucHust OCJIOCTHOCTH:

O06ecmeyurs MeT0CTHOCTh MPOTPAMMHBIX CpeCcTB 3amuThl B coctaBe C3I1/1H, a Tak-
K€ HEM3MEHHOCTh NMPOrpaMMHOM cpeibl. [Ipu 3TOM 1IEI0CTHOCT CPECTB 3aIlUTHI
MIPOBEPSIETCS TIPH 3arPy3Ke CUCTEMBI [0 HATMIHIO HMEH (MACHTU()UKATOPOB) KOMIIO-
HeHT C3I1/1H, meToCTHOCTh MPOrPaMMHOM CpeIbl 00ECIICYNBACTCS OTCYTCTBHEM B
UCIIn cpeacts pa3paboTKH U OTIAJKU MPOTPAMM;

OcymectBisath pusndeckyto oxpany UCII/Ix (ycTpoicTB 1 HOCuTENnel nHpopma-
1K), TIPeTy CMaTpHUBArOIIasi KOHTPOJIb nocTyna B momemnienus: UCIT/n nocropoHHNX
JIMLL, HAJTMYKE HAJIEKHBIX MPENSITCTBUM /Il HECAaHKIIMOHUPOBAHHOTO MPOHUKHOBE-
Hus B nometenus MICII/IH u xpanunuiie Hocurenel nHdopmanuu;

[IpoBonuthk nepuoanueckoe TectupoBanue ¢pyHkui C3I1/[1 npu namMenennu npo-
rpaMmmHOU cpenbl U nepconana MCIIIH ¢ moMoupo TecT-nporpaMm, UMUTUPYIOITUX
nonbiTku HCJI;

JIOJDKHBI OBITh B HATMYKHU cpeicTBa BoccTanorienust C3I1/IH, nperycMaTpuBaromiye
BEJICHHUE JIBYX KOIIUI IPOrPaMMHBIX CPEACTB 3alIUThl HH(POPMAIIUHU, UX IIEPUOIHYC-
CKO€ OOHOBJICHHE ¥ KOHTPOJIb pab0TOCIIOCOOHOCTH;




[IpoBoauTh NIpOBEPKY LIETOCTHOCTH MOAYJIEH cpencTBa 3amuThl oT [IMB, HeoOxo-
JUMBIX JIJI1 €r0 KOPPEKTHOTO (DyHKIIMOHUPOBAHUS, IIPU €70 3arpy3Ke C UCI0JIb30Ba-
HUEM KOHTPOJIBHBIX CYyMM;

Ob6ecneuuts BO3MOXKHOCTh BOCCTAHOBJIEHUS! cpefcTBa 3amuThl oT [IMB, npemxycmar-
pHUBaIOIIas BEACHUE IByX KOIIMHA IPOrPAMMHOTO CPEICTB 3aIIUTHI, €r0 Iepuoguie-
CKO€ OOHOBJICHHE ¥ KOHTPOJIb pab0TOCIIOCOOHOCTH;

Peanmn3oBaTh MeXaHU3MBI IMPOBEPKHU LEJIOCTHOCTHU IMAKETOB O0OHOBJIEHUI cpeacTBa
3alIUThI OT IIMB ¢ ncrnons30BaHneM KOHTPOJIBHBIX CYyMM;

[IpoBoauTs pezepBHoe KonupoBanue [1/IH Ha oTUykTaemMble HOCUTENIU HH(DOPMALINY;

B noxcucreMe aHTUBUPYCHOM 3allUTHI:

[EEN

[IpoBoauTh aBTOMaTHUECKYIO MPOBEPKY Ha Hammuue BII nim nocnencreuii [IMB npu
nmnopre B MCII/IH Bcex mporpaMMHBIX MOty el (IPUKJIQAHBIX IPOTPaMM), KO -TOPbIE
MOTYT coziep>kaTh BII, mo ux THHOBBIM mabJIOHAM U € TIOMOIIBIO IBPUCTHIE-CKOTO
aHaJIN3a;

Peanm3oBarh MEXaHU3MBI aBTOMAaTHYECKOTO OJOKHpOBaHMs 0OHapykeHHbIX BIT my-
TEM MX yJaJICHUs U3 IPOrPaMMHBIX MOJYJIEH WIIM YHUUTOKEHUS;

PerymsipHo BBITIOTHATS (TIpH TIepBOM 3amycke cpeacTs 3ammThl [1/{x ot IIMB u ¢
yCTaHaBJIMBAEMO MEPHOAMYHOCTHIO) IPOBEPKa Ha MpeaMeT Haauyus B Hux BII;

JloipkHa nHADMUpoBarbes asToMarnaeckas nposepka MCII/IH Ha npenver Ham4us
BII npu BeisiBnennu ¢akxra [IMB;

Peanu3zoBarh MexaHH3M OTKaTa JJisl yCTaHABIMBAEMOTO YHCIIA OTIepaluil y1ajaeHus
BII u3 onepaTUBHOM WM MOCTOSIHHOM MaMSITH, U3 MMPOTPAMMHBIX MOJTYJIEH U IIpH-
KJIQJIHBIX POTPaMM WJIM POTPAMMHBIX CPEJICTB, coneprkanmx BIL.

Hononautensro B UCITJIH noipkeH npoBOAUTHCS HEMPEPHIBHBIN aBTOMAaTUY€CKUN
MOHHUTOPUHT HHPOPMAIIMOHHOTO 0OMEHa ¢ BHEIIHEH CEThIO ¢ 11eIbio BhlsiBIieHHs BIL

VI

KonTtposs orcyrcrsust H/IB B I10 C3U




")

1 Jlst mporpaMMHOTO 00€CTIeYeHHSI, UCTI0JIb3yeMOTO Mpu 3aiuTe nHpopmarmu B VC- + + +
[111 (cpencrs 3ammtsl nHGOpMarwn - C3U, B TOM 4mciie 1 BCTPOCHHBIX B 00IIECH-
CTEMHOE U IIPUKJIaIHOE ITporpaMmmHoe obecnieuenue - [10), nomken ObITh 0OecrieueH
COOTBETCTBYIOIINN YPOBEHb KOHTPOJIS OTCyTCTBHS B HeM H/IB (He nexnapupoBaH-HBIX
BO3MOJKHOCTEH).

VII O6napysxenue propxennii B UCI1In

OOHapy KeHHE BTOPKEHHUHN JTOJDKHO 00eCTIeYHBATHCS Iy TEM HUCTIOJIL30BAHHS B COCTA-BE + + +
NCTIJIH nporpaMMHBIX WK IPOrPAMMHO-AMNMapaTHBIX CPEACTB (CUCTEM) OOHA-
py>xenust Bropxeruii (COB).

1 HeoOxoanmo 00s13aTensHOE HCIIOJIK30BAHNE CUCTEMBI 00HAPY KEHHS CETEBBIX aTakK, + - -
WCTIONIB3YIOIINE CUTHATYPHBIE METO bl aHATHM3a
2 Heo0xoanmo 00s13aTebHOE HCIIOJIK30BAHNE CHCTEMbI 00HAPY KEHHS CETEBBIX aTakK, - + +
WCTIOJIB3YIOIINE CUTHATYPHBIE METO bl AHAIM3a U METO/IbI BBISIBIICHUS] aHOM AT
VIl 3amura UCIT /s ot [IDMUWH
1 Jist 06paboTku nHpOpMAaIHK He00X0IuMO UcTioIb30BaTh CBT, yaoBreTBOpsronme + + +

TpeboBaHusIM crannapToB Poccuiickoii denmepanuu 1o 3IeKTPOMArHUTHOW COBME-
CTUMOCTH, 10 0€30TIACHOCTH U 3PTOHOMHYECKUM TPEOOBAHUSIM K CPEICTBAM OTOO-
paxeHus: ”HPOPMAIIUH, TIO CAHUTAPHBIM HOPMaM, MPEIBSIBISICMBIM K BUICO/IHC-
wieitabM TepmuHaiaM [19BM (wampumep, TOCT 29216 91, TOCT P 50948-2001,
I'OCT P 50949-2001, TOCT P 50923 96, CanlluH 2.2.2.542 96).

IX Onenka cootBerctBus VICII/IH TpeboBanmsiv 6e3omacHocty [1/1H

1 [TpoBecTu 00s13aTeNBbHYIO cCepTU(DHUKAIIIO (aTTECTAINIO) IO TPeOOBaHMIM Oe301ac- - + +
HOCTH WH(POPMAIIHY;

2 JlexmapupoBaTh COOTBETCTBHE MIIH 00SI3aTEIIbHYIO CEPTU(UKAIINIO (ATTECTAIIHIO ) TT0 + - -
TpeOoBaHMsAM O€30TIaCHOCTH HH(pOpMAIUH (IO PEIICHUIO OTIepaTopa);

[Mpumeuanue: s UCII[In 4 knacca nepedeHb MepornpuaTuii o 3ammte [1J{H onpenensercs B 3aBUCUMOCTH OT yiiep0a Ko-

TOpBIﬁ MOXXET OBITh HAHECCH B CICACTBMHU HCCAHKINMOHHUPOBAHHOI'O MJIXM HCIIPCAHAMCPCHHOI'O JOCTYIIA K HIIH
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